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Overview

The information contained in this document is subject to revisions or
improvements at any time without prior notice within the framework of the
program’s evolution.

The software described in this document is distributed under a license
agreement and shall be used or copied only in conformity with the
stipulations of this agreement.

Unless specifically authorized by this agreement, any reproduction of the
software on any support whatsoever is illegal. Any copy or transmission of
this manual in any form or by any means, electronic or mechanical,
including photocopying, recording, on information storage and retrieval
systems, without prior written permission of OIKIALOG is prohibited by the
law.

Calyx SSO and Calyx Crypto are registered trademarks of OIKIALOG.
Protect is a registered trademark of ICZ Group .

DOS/Windows are registered trademarks of MICROSOFT Corporation.
Outlook, Outlook Express and Internet explorer are trademarks of
MICROSOFT Corporation

Notes is a registered trademark of LOTUS Corporation.

SAP is a registered trademark of SAP GMBH.

VPN1 is a registered trademark of CHECKPOINT Corporation.

Citrix MetaFrame and ICAare registered trademarks of Citrix Systems Inc.
SafeWorld Premier Access and SofToken are registered trademarks of
Secure Computing Corporation.

© Copyright 1997-2008 OIKIALOG SAS, all rights reserv  ed.
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1 Calyx Suite Introduction

1.1 Calyx Suite

The Calyx Suite is made up of various modules which can work separately
or together. These “software/hardware” solutions require a badge and/or a
reader to function: the smartcard, the USB key or the fingerprint.

Compatible with X.509 certificates (PKI) management, if necessary, only
one of these "tokens" allows managing all the tools necessary for the
security of the information system.

These three tamper proof supports extend data security to laptop /
notebook computers (insertion of a key in the USB port of the notebook or
of a smartcard in the PCMCIA reader...). In addition to authentication, they
can be efficient for access control (access to information on a server,
security of Internet network).

This “Single Sign On” concept (only one authentication mean), gives an
answer to today’s concerns in term of simplified installation and easy use.

Calyx SSO

Calyx SSO is the easiest and most efficient answer for password
management and user control. Thanks to the conjunction of a USB
key or a smartcard, access to the computer is controlled and
limited in its functionalities. This protection can be reinforced by a
PIN. Fingerprint recognition can replace cards, keys or PIN.

CalyxSuite is a registered trademark of
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Logon management ensures secured authentication on a
Windows, Linux or Novell server. The identifier and the
authenticator, being generated by the chosen support or fingerprint,
both stay invisible for the user and allow increasing the security by
use of complex passwords.

Applications management allows secure access to the supported
applications by linking the identification, to the insertion of a
recognised badge in the reader or to fingerprint authorisation.

The authentication window apprenticeship and interception module
allows storing the associated password and user name for an
application presenting a traditional authentication window.

The Web page apprenticeship and interception module allows
storing the associated password and user name for a form
concerning a specific Web page viewed with Internet Explorer.

The specific Notes module allows secure access to Notes
databases by storing the Notes identifier and by charging it
automatically.

The specific SAP module allows to store the associated password
and user name necessary for the use of the SAPShortcut
application and to charge them automatically.

The specific Checkpoint SecuRemote module allows to store the
user name and the password and to charge them automatically.

Calyx Crypto

Calyx Crypto offers an encrypted protection of local data or on
resources server. This security supports long keys (up to 160 bits).
Completely integrated in Windows Explorer, Calyx Crypto
guarantees the confidentiality and the integrity of sensitive files.

CalyxSuite is a registered trademark of
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1.2 Presentation of Calyx SSO

Answer to password management and data stealth, Calyx SSO allows
access to the computer and its resources only if the users are
authenticated by inserting or removing a token (Smart card, USB token or
fingerprint on a biometric reader), optionally completed by entering a PIN.
This protection manages also secured authentication on server and
applications. The user credentials are totally invisible for the user and
allow the administrator improving the security level with strong password.

1.2.1 Access control management — presentation

Calyx SSO allows the management of access rights of an unlimited number
of users per workstation. Each user has access rights to certain files and
directories. These access rights are defined by the administrator. There are
three types of rights:

No access: in the case of a file, the user cannot read, change or
delete the file. In the case of a directory, he cannot rename or
delete the directory, nor create, modify or delete a file in this
directory.

Read only: in the case of a file, the user can only read it. In the
case of a directory, the user can only read the files contained in this
directory, but not create, modify or delete files.

Full access: no limitation on files or directories.

The definition of a file for which the access is controlled can be made by
specifying its name and complete path or by indicating a search directory
and a name that includes wildcards (“*” and “?”). This feature allows also to
limit the access by file type (“*.exe”, “*.dII").

It is also possible to limit access to certain applications.

Calyx SSO can also limit access to certain functions of the workstation. For
example, you can limit access to the control panel, prohibit closing of
Windows, hide desktop icons, limit network access, etc. A complete list of
the available options can be found in the chapter on the profile manager.

Access to data, applications and features can be limited in time by
allocating a limited timetable or connection time to a user.

CalyxSuite is a registered trademark of
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1.2.2 Web access control - presentation

Web access control allows you filtering Internet access from a Windows
9.x, Windows NT4, Windows 2000 or Windows XP workstation by linking
access to insertion of a badge or a key in the USB port or a fingerprint
recognized by a reader. As soon as the badge is removed, no access to
the Internet is possible. According to the type of badge used, a limited
connection time can be allotted to the badge holder.

Web access control allows one to set an unlimited amount of administrators
and users. Each administrator can change the Web access control
parameters.

Each user has Internet access rights. These access rights are defined by
the Administrator by site/URL: you can grant users access to any Internet
site, limit access to certain sites or lock access to all sites.

1.2.3 Logon management - presentation

Calyx SSO is a combination of software, smart card, USB key or biometric
device. It allows you making better use of computers by preventing abuse
and misappropriation of data and by optimizing resources allocated to each
user due to logon management.

The logon management allows you to secure access to network by linking
logon to the insertion of a badge in a card reader or to fingerprint
authorization and/or a secret code.

Thanks to its simple use, total automation of its functions and integration
into the OS, it is the security tool for desktops and laptops that least
constrains users and administrators.

1.2.4 Application management - presentation

Application management allows you to store authentication of applications
like Outlook, Outlook Express and Internet Explorer or authentication of
Web and Intranet sites in the user’'s badge. Once the badge is inserted, the
user is automatically authenticated.

CalyxSuite is a registered trademark of
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1.2.4.1 Notes module

The Notes module allows storage of the Notes authentication on the user
badge. The user is automatically authenticated when inserting the badge.

1.2.4.2 SAP module

The SAP module allows you to store SAP authentication on the user's
badge so that the user is automatically identified when inserting the badge.

1.2.4.3 CheckPoint SecuRemote module

The Secure Remote module allows you to replace the CheckPoint
SecuRemote authentication box by a Pin Code.

1.2.4.4 Strong authentication and dynamic password

Calyx SSO integrates the support of a strong authentication solution named
SafeWorld Premier Access designed by Secure Computing. During the
authentication process, Calyx SSO generates the Secure Computing “One
Time Password” (OTP) and sends it to the field of the application that
requires a strong authentication.

1.2.5 Calyx SSO for Citrix MetaFrame

The Calyx SSO installation in the Citrix MetaFrame environment allows the
user to take in charge the system (Logon), application and Web
authentications required inside the ICA session. Calyx SSO executed in the
Citrix MetaFrame environment uses the badge inserted in the workstation
where the ICA session is started.

1.3 Presentation of Calyx Crypto

Easy to use, Calyx Crypto is a security device for computers running
Windows. The main feature of Calyx Crypto is the protection of data by
encryption . The encrypted data are only visible to you and any other
authorized person. The algorithm used by Calyx Crypto is protected against
incidental or wilful attack (a specialist would need tens of years or centuries
to decrypt a file).

CalyxSuite is a registered trademark of
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The Calyx Crypto module Protect uses two encryption algorithms: Cast 128
bits and WinCros Il . Cast 128 bits is a public encryption algorithm known
for its strength.

WinCros 1l , the encryption algorithm used by Protect, is incredibly quick
and efficient. It uses an encryption key at more than 80 or 160 bits. You will
not, however, note any delay when accessing an encrypted file (some other
algorithms can be very slow). Currently, there are no means to break the
WinCros Il algorithm. The cryptogram used by WinCros Il has exactly the
same size as the non encrypted file (there is a 36 byte header, but the
actual data take up the same space). Finally, WinCros Il allows you to
choose the encryption strength — from very easy to impossible to decrypt.

CalyxSuite is a registered trademark of
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Before Installing

Calyx Suite should preferably be installed by an experienced computer
user (who is familiar with the operating system, the environment etc.).

1.4 Composition of the kit

Before installing Calyx Suite, please make sure that your version is
complete.

Example: For a two-workstation-license, the kit is composed of the
following parts:
According to the version:

2 card readers* and three badges, one of which is the
administrator’s badge,

3 USB keys one of which will be the administrator’s key,

2 biometric readers?,

1 installation CD,

1 documentation,

1 warranty card.

* External reader, PCMCIA, Keyboard or mouse
The warranty card registers your purchase, opens warranty rights and
stands for a user’s license agreement. Please fill in the card and send it by
fax to:

+33 (0)1.47.38.28.22

or by e-mail to:
sales@calyxsuite.com

or send it to:

OIKIALOG SAS
38, rue Louis ULBACH
92400 COURBEVOIE
FRANCE

CalyxSuite is a registered trademark of
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1.5 Configuration requirements

IBM PC/PS or compatible with at least:
- 64 MB free RAM,
A hard disk drive with at least 100 MB of free space,
A CD-ROM reader,
Supported OS: Windows 95 osr2, Windows 98, NT 4 SP3,
Windows 2000 (SP2+ required), and Windows XP (SP1+
recommended).

According to the type of badge reader used:

A RS232 serial port (external readers and keyboards equipped
with card readers),

A PCMCIA-slot for PCMCIA readers,

A USB port for badges and biometric devices that connect to USB
ports (iKey, eToken, biometric mouse, external reader),

A PS2 port for keyboards,

A parallel port supporting EPP communication mode (for biometric
mouse on parallel port, keyboard and biometric reader).

For the Calyx Crypto module:
Disks concerned by Calyx Crypto must support 32 bits access.
Under Novell, the Novell 32 bits client is not supported by Calyx Crypto.
You should use Microsoft Client for Netware.

Citrix environment:

The required configuration for the Citrix server is the following:
At least Citrix MetaFrame XP FR2 server
A hard disk drive with at least 100 MB of free space
A CD-ROM reader

The required configuration for the workstation is the following:
Workstation : ICA client version 6.3 or higher
Operating system that implements PC/SC component
(Windows 9x, NT4, 2000, XP, CE)
Operating system including PC/SC drivers for smart card
readers or allowing them to be installed

The hardware devices supported are PC/SC compliant device (example:
smartcard readers) except devices using virtual readers (like USB keys).
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1.6 Calyx Suite and resident anti-virus programs

If you install Calyx Suite with Calyx Crypto or Calyx SSO, you will have to
deactivate the resident anti-virus program and, if necessary, the BIOS
option preventing a modification of the boot sector on the hard disk drive.
This option can be deactivated in the BIOS Setup by modifying the
corresponding settings.

If necessary, contact the computer manufacturer to know how to access
the BIOS Setup or to change the settings.
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2 Hardware Components

2.1 Badge types

2.1.1 Smart Cards

Cards require the use of a card-reader. There are many types of card-
readers: keyboards equipped with card-readers, external readers
connected to a serial port, external readers connected to a USB port,
PCMCIA readers.

2.1.2 Badges to connect to USB ports

Badges which connect using USB ports do not require the installation of a
specific reader as the USB port is itself considered as a reader.

2.1.3 PKCS11 peripherals

PKCS#11 is a norm defined by RSA Security Inc which allows the definition
of standard for all peripherals offering functions of encryption, identification
and secure information storage.

Calyx Suite is consequently compatible with all PKCS#11 peripheral. This
enables the use of the same peripheral for several applications compatible
with the PKCS#11 norm.
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2.2 Installation of readers

2.2.1 External readers

For readers connected to a serial port, connect the 9 pin plug to one of the
available serial ports. Unplug the keyboard from your computer, connect
the Din mini-plug to the computer, and reconnect the keyboard to the Din
mini-socket and the RS232 plug to one of the communication ports. On the
start-up of the computer, if Windows automatically detects the presence of
a reader and prompts you to install a hardware manager, you should
cancel the installation. It is normally dealt with by the Calyx Suite
installation program.

For readers connected to USB port, Calyx Suite installation program will
handle the installation of the reader. Ensure that the USB reader is not
connected while the installation program does not ask it.

External readers support two types of hardware managers:

The so-called native managers provided by the reader's
manufacturer and installed by the Calyx Suite installation program.
PC/SC managers that require the installation of Microsoft Smart
card components, according to the operating system. Consult the
appendix concerning the Smart card components at the end of this
manual.
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2.2.2 Keyboard with integrated card reader

Connect the 9 pin plug to one of the free serial ports. Plug the Mini-Din plug
to the keyboard socket on your computer and the RS232 plug to one of the
communication ports. At the start-up of the computer, if Windows
automatically detects the presence of a reader and prompts you to install a
hardware manager, you should cancel the installation. It is normally dealt
with by the Calyx Suite installation program.

2.2.3 PCMCIA reader

Insert the PCMCIA card into one of the free slots. If Windows automatically
detects the presence of a reader and prompts you to install a hardware
manager, you should cancel the installation. It is normally dealt with by the
Calyx Suite installation program.

For this type of reader, you should have a PCMCIA manager installed. In
general, this is provided by the manufacturer of your computer and may
already be installed, especially if you have been using PCMCIA cards for a
certain time.

PCMCIA readers support two types of hardware managers:

The so-called native managers provided by the reader's manufacturer
and installed by the Calyx Suite installation program.

PC/SC managers that require the installation of Microsoft Smart card
components, according to the operating system. Consult the appendix
concerning the smart card components at the end of this manual.
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2.2.4 Biometric reader integrated into the mouse

The biometric reader is integrated into a mouse.

This authentication device must be connected to the corresponding ports
(PS2 port, parallel or USB port) of your computer like a classic mouse. The
fingerprint is read by a scanner on the upper side of the mouse. During the
reading phase, the sensor switches on. Place a finger on the reader. As
long as it stays switched on, you have to repeat the operation because
sometimes the quality of the scanned image is not sufficient. If you
frequently have problems with the fingerprint capture, clean the reader with
a soft and dry cloth.

2.2.5 Biometrics reader integrated into keyboard

The biometric reader is integrated into a keyboard.

This keyboard must be connected on right ports (PS2 and parallel port or
USB port) of your computer like an ordinary keyboard. You can enter your
fingerprint on the reader located on the top of the keyboard. During the
reading phase, the sensor switches on. Place your finger on the reader. As
long as it stays switched on, you have to repeat the operation because
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sometimes the quality of scanned image is not sufficient. If you frequently
have troubles with the fingerprint capture, clean the reader with a soft and
dry cloth.

2.2.6 Biometric external reader

This device must be connected to the right ports (PS2 and parallel or USB
port) of your computer. You can enter your fingerprint on the reader located
on the top of the keyboard. During the reading phase, the sensor switches
on. Place your finger on the reader. As long as it stays switched on, you
have to repeat the operation because sometimes the quality of scanned
image is not sufficient. If you frequently have troubles with the fingerprint
capture, clean the reader with a soft and dry cloth.

2.2.7 Biometric PCMCIA reader

This device must be connected on PCMCIA ports of your laptop. You can
enter your fingerprint on the reader located on the top of the keyboard.
During the reading phase, the sensor switches on. Place your finger on the
reader. As long as it stays switched on, you have to repeat the operation
because sometimes the quality of scanned image is not sufficient. If you
frequently have troubles with the fingerprint capture, clean the reader with a
soft and dry cloth.
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2.3 Installation of the Calyx Suite software

Once you have connected the card reader to your computer, read all
recommendations concerning its installation and the type of badge used,
and install the necessary hardware managers, you can install Calyx Suite.
Close all current applications, remove the badges from the readers, insert
the CD-ROM and launch "setup.exe".

2.3.1 Choosing the installation language

The following screen allows you to select the language in which Calyx Suite
will be installed. The installation language is also the language of the
installation program.
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2.3.2 Welcome screen

The following screen is the welcome screen of the installation program.

Use "Next" to proceed or "Cancel" to quit the installation program.

CalyxSuite is a registered trademark of
OIKIALOG SAS version 6.30 Page 23/168



Administration quide

2.3.3 License agreement

The following screen describes the license agreement for the use of Calyx
Suite. Please read it carefully before proceeding with the installation.

Click "Yes" if you agree with the conditions or "No" if you disagree (quits
the installation program).
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2.3.4 Selecting the installation directory

This screen lets you enter the name of the installation directory for Calyx
Suite on your workstation.

An installation folder is proposed. If the chosen directory does not exist, the
installation program will create it. Please confirm your choice by pressing
“Next”. If the default directory ("C:\Program Files\Calyx Suite") does not suit
you, click "Browse" to open the dialog box to select a directory (see
following screen). Then enter a new name in the field "Access path" or
select an existing directory in the list "Directories" using the mouse.

CalyxSuite is a registered trademark of
OIKIALOG SAS version 6.30 Page 25/168



Administration quide

When you have made your choice, click "Next" to proceed. To go back to
the previous step click "Back" or "Cancel" to quit the installation procedure.
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2.3.5 Selecting the software to install

This screen allows you to choose the Calyx Suite software that will be
installed. Check the modules for which you have acquired a user’s license.

When you have made your choice, click "Next" to proceed. To return to the
previous step click "Back" or hit "Cancel" to quit the installation procedure.
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2.3.6 Entering name and company

This screen prompts you to enter your name as well as the name of the
company.

After you have completed the form, click "Next" to proceed. To return to the
previous step click "Back" or press "Cancel" to quit the installation
procedure.
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2.3.7 Entering license number and key

The CD-ROM comes with an information sheet about how to type the key.
The serial number and unlocking key are different for each software
module. If you wish to install other Calyx Suite modules, please contact
your supplier for the necessary licenses and corresponding serial numbers
and unlocking keys.

After you have completed the form, click "Next" to proceed. If a screen
opens telling you that your license number is incorrect, you probably
entered a wrong license number or unlocking key or the chosen modules
are not compatible with the numbers entered. In that case, return to the

previous steps by clicking "Back" or press "Cancel" to quit the installation
procedure.
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2.3.8 Choosing a badge reader type

This screen enables you to select the type of badge reader you intend to
use. Check the corresponding box.

Once your choice is made, use "Next" button. You can use "Back" button to
return to previous screen or "Cancel" button to quit installation setup.

According to the reader chosen, one of the three following stages appears:
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Or
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Or

When you have made your choice, click "Next" to proceed. To return to the
previous step click "Back" or press "Cancel" to quit the installation
procedure.
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2.3.9 Choosing the program folder

This screen allows you to select the directory in which the Calyx Suite icons
will be stored. This directory is shown in the "Start menu" on the task bar.

Choose a name in the "Program Folders" field or in the list of existing
directories. The default directory is Calyx Suite.

When you have made your choice, click "Next" to proceed. To go back to
the previous step click "Back" or press "Cancel" to quit the installation
procedure.

The program will copy the files on your hard disk and change your system
parameters for the use of Calyx Suite.
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2.3.10 Installing ...

The following screen shows the installation progress. According to the
chosen operations and the operating system, the screen may freeze for a
couple of seconds. You can interrupt the installation process any time by
clicking "Cancel".
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2.3.11 Selecting the Notes directory

If you have chosen to install the Notes module, you will be prompted to
enter the installation directory. Enter the directory and click "OK" to confirm
your choice. If Notes is not installed on your workstation, the installation

program will display a message how to proceed.
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2.3.12 Preparation of the administrator badge

The profile manager is running and allows you to configure your
administrator badge. In some cases the hardware drivers have not been
validated by the operating system and you will have to postpone this step
until the next reboot of the workstation by only running the profile manager.
In that case, instead of the profile manager, you will see the following

screen.

In this case, if you have Logon module installed, you will have to ignore the
dialog box prompting you to insert a badge when next opening a session
and open it with your usual connection data. If everything is successful,
Windows will detect the new hardware on opening a session.
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2.3.13 Installation complete screen

This screen informs you of the completion of the installation. In some
cases, it will be necessary to restart your computer as shown on the screen
below.

End the installation process by clicking “Finish”. If you want to restart, leave
the radio button “Yes, | want to restart my computer now” checked. If you
want to restart later, select “No, | will restart my computer later”.

If the license you have is not an evaluation license, it is necessary that you
activate it in the 30 days which follow the installation. Once the time is
exceeded, the Calyx software will not be used any more until you activate
your license. For more information concerning the license activation, see
chapter “2.4 License activation”.
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2.4 License activation

2.4.1 General

You need to activate your Calyx Suite software in order to make it possible
your installation durably works. Since the Calyx Suite installation, you have
30 days to activate your license. Beyond this time, the Calyx product
installed will not work until the activation of your license.

This license activation is carried out through the License activation wizard
available in Start menu\Programs\Calyx Suite. This wizard allows you to
carry out this activation on line, or manually by fax or through the Web site
http://www.calyxsuite.com, heading “Activate your license”.

The license activation for Calyx products is necessary only in the case of a
station to station management (standalone) of Calyx products. In the case
of NetAdmin use, only the server requires to be activated. The license
activation of the products on the workstations will then be dealt with by the
NetAdmin server.

2.4.2 License activation on line

If the workstation whose license is to be activated is connected to the
Internet, it is possible to carry out this activation on line.

In the Start menu\Programs\Calyx Suite, select “License Activation ”
In the “Activation mode " part, select option “Automatic .
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Click “Next” to carry out the license activation.
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Click “Next” to validate the operation or “Back” to select another type of
activation.
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2.4.3 Manual license activation

This method of license activation makes it possible to deal with
workstations which connection to the Internet is impossible.

In the Start menu\Programs\Calyx Suite, select "License Activation ”
In the "Activation mode ” part, select option "Manual "
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Note the whole of information provided in heading "License
Information ” and transmit them to us by fax at +33 (0)1.47.38.28.22 or
via our Web site http://www.calyxsuite.com, heading "Activate your
license". In return, we will transmit to you a registration number which
will enable you to activate your license.

Click “Next” to enter your registration number.
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Click “Next” to validate the operation of license activation.
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3 The Profiles Manager

The profiles manager lets you manage all Calyx Suite modules. The profile
manager main screen looks like this:

On the left hand side of the window, the users and the user groups
accessing to the workstation are listed in the tree. On the right hand side,
the options and a lot of information are displayed. The main menu allows to
access to the various functionalities of the product. The profile manager is
a modular application: each module installed (Calyx Crypto, Calyx SSO ...)
provides its functionalities and enriches the manager menus and windows.

To execute the Calyx Suite Profile Manager, open the Control Panel and
use the “Profiles Manager” shortcut or click on the shortcut available in
“Start Menu\Programs\Calyx Suite” or directly execute the spkprof.exe in
the installation folder.
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3.1 The profiles manager and Windows NT4/2000

If you run Windows NT4 or Windows 2000, you will have to launch the
profiles manager in a NT administrator session.

3.2 Groups and Users

Calyx Suite allows you to combine user profiles in groups . All users who
are part of the same group have the same access rights. To change the
access rights of several users, you only have to change the rights once for
the whole group they belong to. The following icons allow you to distinguish
administrators from users and groups:

: Administrators

: User or Guest

: User group

You can change the structure of a group by dragging user profiles of a
group to the root and vice versa or from one group to another.

If you modify a group or a user, you also change his access rights.
There is, however, one exception: in the case of an administrator’s profile,
he has full access rights, notwithstanding the group he is part of.

3.2.1 Configuration of the first administrator

When you run the profiles manager for the first time, during the installation
process or after restart or even after having deleted all profiles, you are
prompted to define an administrator.
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Insert the administrator's badge (if you do not use a biometric device) and
confirm by pressing “Yes”. If you use a biometric device, a new enrolment
procedure will be displayed. For more details about this procedure, please
go to 4. A new corresponding profile will be created and added to the
profiles list and its features will be displayed on the screen. Change the
fields and confirm. If you use a biometric module, you will then be prompted
to restart the computer. If you have other badges to configure, you can do
this before restarting. Please follow the instructions in the next chapters.

3.2.2 The guest account

The guest account is a special feature. The guest account limitations will
take effect on your workstation if a user inserts an unregistered token or
fingerprint in the reader (token not being associated to a profile).

To activate a guest account, use the context menu (mouse’s right button) of
the “Users” node and choose “New\Guest Account”. The new guest
account is then inserted in the profiles list. To set the guest account
properties, edit the profile as for a regular account.
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If you wish to deactivate the guest account, simply delete it from the tree
using the context menu (Right click on the Guest account that you want to
delete) or the “Del” key of your keyboard.

3.2.3 Add and edit groups

To create a new group, use the context menu (right click) of the “Users”
node of the tree and choose “New\Group”. To edit a group, select it in the
tree and modify the options assigned to users in the manager’s upper right
part or use the contextual menu to rename, delete or add a user. You can
also sort the users belonging to that group using different criteria.

The dialog box for configuration of a group provides four tabs:
Filter: allows specifying the group members access rights on certain
folders chosen by the administrator. Furthermore, he can decide which

applications will be accessible to the group members.

Options: allows specifying group users restrictions in order to protect the
workstation integrity and its configuration.

Time Stamping: allows choosing the time range during which the user
member will be authorized to use the workstation.
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Sites: gives the possiblity to define the access controls to Internet by URL
for each user or user group. It appears in the Profiles Manager when one
installs the Web filter module.

3.2.4 Adding and editing user profiles

To create new user profiles or edit existing profiles, use the “Users” node
context menu (right click) and choose “New\User”. You can also click on
the profile you want to edit. Now and then, the profiles manager allows
assigning up to five badges to the same profile, just right clicking on a user
and choosing “New Badge”.

In case of biometric readers , the new user is created through a so-called
enrolment phase where the new user is prompted to have his fingerprint
scanned. This phase replaces the insertion of a new badge. Like for a
badge, biometric users can enrol up to five fingerprints to be authenticated.
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The dialog box of the user profile configuration screen provides the
following tabs:

3.2.5 The "ldentity" tab

This tab lists all general group information. Please fill in the fields "Name"
and "First name" as these are shown on the profiles list. The other fields
are optional.

If you are an Administrator (without access restriction), please check the
administrator options. If you check it, the remaining tabs will be
deactivated.
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3.2.6 The "Filter" tab (if Calyx SSO is installed)

This tab is divided into two sub-tabs.

3.2.6.1 Sub-tab "Applications”

Allows you to specify where access to specific applications is denied to
group members. To add new applications, use the button "Add
applications". To delete an application from the list, select it and press
“Delete".
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If you click on "Add", a list of the applications accessible through the "Start"
menu is displayed. To add applications, select them in the list and choose
"Add".
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3.2.6.2 Sub-tab "Directories and Files"

This tab allows you to define the files and the directories that can be
accessed by group members or not. If the user is part of a group, this tab is
deactivated and the content is the same as the group.

Define a complete file or directory name:

To add files or directories, use "Files" and "Directories". You can also drag
elements from an explorer window to the files list. In the shortcut menu, you
will find shortcuts for the same operations and you can set access rights:

Full access: no limitation of access to the file or directory,

Read only: in the case of a file, you will not be allowed to modify, to
rename or delete the file. In the case of a directory, the user will not
be allowed to rename, delete the directory nor create, modify or
delete a file in this directory,

No access: no operation on the file or directory is authorized.

Small icons on the left show access rights.
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Define filename containing wildcards
To add filenames that contain wildcards, push the “Filter” button. The
following dialog appears:

Define the directory on which the filter will be executed.
Define the format of the filename/directory. You can use the following
wildcards:

“*". replace a character’s set.

“?". replace a character.

Push OK button to validate the configurations.

The selected filter appears in the list of filtered files. The context menu
allows you to fix the access rights.

Full access: no limitation of access to the file or directory,

Read only: in the case of a file, you will not be allowed to modify, to
rename or delete the file. In the case of a directory, the user will not
be allowed to rename, delete the directory nor create, modify or
delete a file in this directory,

No access: no operation on the file or directory is authorized.
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3.2.7 The "Options" tab (if Calyx SSO is installed)

“Options” are security settings for the use of the computer.

Please find below the detailed options:

3.2.7.1 The "Display" tab

Disable access to the control panel: this option deactivates access
to the control panel. It prevents users from opening the control
panel.

Disable the access to display options: deactivates access to
display options either via the control panel or via the desktop
shortcut menu.

Disable the access to the Task Bar properties: removes the
command "task bar and start" in the start menu.

Hide the drives icons in “My Computer”: removes icons from the
Explorer windows of all browsers and of all file selection windows

("Save under ...", "Open", ...).
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Hide icons on the desktop: hides all icons on the desktop. If you
are running Windows 98, you have to disconnect and reconnect to
activate this option.

3.2.7.2 The "Explorer" section

Disable Explorer contextual menu (right button): this option
deactivates in the "Explorer" window the shortcut menu of the right
mouse button.

Disable Task Bar contextual menu (right button): this option
deactivates the right mouse button shortcut menus of the task bar.
Hide the Search command: when this option is activated, the
"Search" menu is no longer available in the "Start" menu. It will be
impossible to start a search.

Hide Explorer file menu: this option removes the file menu from the
explorer screen. Attention: you have to disconnect and reconnect
to activate this option.

3.2.7.3 The "Network" section

Hide computers of your workgroup: this option hides all other
workstations of the same group of the current workstation. They no
longer appear under "Network neighbourhood" and in the
"Explorer" windows.

Disable file sharing controls (Windows 98): this option, only
available in Windows 98, removes the button "File and printer
sharing" of the "Configuration” tab in the network properties.
Disable network configuration’s tool (Windows 98): this option
denies access to network properties on the workstations running
Windows 98.

Hide the Access control page (Windows 98): this option, only
available under Windows 98, hides the access control tab of the
network properties.

Hide the identification page (Windows 98): this option, only
available in Windows 98, hides the "ldentification" tab of the
network properties.

Hide global Network: this option hides "Global Network" from all
"Explorer" screens and path screens.
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3.2.7.4 The "System" section

Disable the control panel passwords (Windows 98): in Windows 98,
this option deactivates the password manager in the control panel.
Forbid to quit Windows: this option hides the command "Quit" in the
Start menu.

Forbid Execute Command: this option hides the command "Run" in
the Start menu.

Deny Regedit Command: this option denies the use of the registry
base editor.

Forbid access to Dos (Win 9x): this command denies the shortcut
to "MSDOS".

Hide Remote Administration page (Windows 98): this option hides
the tab "Remote management” of the password manager of the
control panel.

Hide password modification page (Windows 98): this option hides
the tab "Modify password" of the password manager of the control
panel.

Hide system file page: this option hides the tab "File system" in the
"System configuration”.

Hide virtual memory button: this option hides the "Virtual memory"
button in the "Advanced" tab of the "System configuration" menu.
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3.2.8 "Time Stamping" tab (if Calyx SSO is installe  d)

This tab allows you to define time segments when groups or users will be
authorized to use the computer. If the option is checked for this group and
the current hour is part of the defined time segment, insertion of the badge
or fingerprint authorization will unlock the workstation.

If the station has been unlocked and the authorized time is spent, the
workstation automatically locks without the badge being removed. The user
will have been informed beforehand that the workstation is going to lock (to
set the timer, please refer to 1).

To add time segments to a profile, choose "Select" mode using the buttons
located at the bottom of the window. Then select the time segments during
which you would like the user to work.

To select these segments, you only have to select, with the mouse, the
timetable during which the user will be able to work. If you want to remove
these segments, switch to “Unselect" mode using the buttons located at the
bottom of the window, and then continue in the same way you did to select.

In the “Tools\Time Stamping Counter” menu, it is possible to allocate a time
length to user, time length during which it will be possible for him to be
recognized on the workstation. In the “Configuration\Calyx SSO
Configuration” menu, you can set up an alert message (for which you will
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define a threshold) as the user’s allocated time is about to end so that he
could save his documents before the automatic close of the session.

3.2.9 "Sites" tab (if Calyx SSO is installed)

This tab defines the Internet access restrictions per site. It is possible to:
Lock all access: group members are denied access to the Internet.
Authorize all access: group members have access to all sites on
the Internet.

Limit access rights by site/URL: group members have access to the
Internet sites in the list.

Deny access rights to sites/lURL: the user has only access to
Internet sites that are not in the list.

To add, modify or delete existing entries to the list, use the shortcut menu
by a right click on the mouse. The list is only active if the options “Limit
access to sites/addresses” or “Lock access to sites/addresses* are
checked. When you have finished, you will have to proceed to DNS
resolution to find the IP addresses of the sites on the list. This resolution is
required for efficient filtering of the sites. Connect to the Internet (if you use
a modem) and click D.N.S. The resolution results are shown on the
following screen and you are informed of the positive outcome of the
resolution and of the errors, if any. Once the resolution finished, click “OK"“
to validate and update the entries in the list of sites.
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3.2.10 How to delete users or groups

To delete a user or a group, select the item in the tree and choose “Delete”
in its context menu.

If you delete a group containing user profiles, these are automatically
deleted in the same time with the group.

3.2.11 How to transfer user profiles from one group
into another

If you want to transfer one or more user profiles from one group into
another, select them in the list and drag them to the new group.
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3.3 How to import and export profiles

The profile manager allows you to save and restore the profiles list in whole
or in part. This feature is particularly useful when you deploy Calyx Suite on
several workstations that share the same configuration. You can also save
profiles for quick restoration in the case of problems. The export files have
the extension "EXP".

3.3.1 How to export profiles

To export a profile, use the command "Export profiles" in the "Files" menu
of the profiles manager. You are invited to choose the place and the name
of the file to export. Once the file name is selected, use "Save" to create the
file.

On the opening screen, check "Export all" if you want to export all user and
group profiles, or "Export selection" if you export only a part. When this
option is checked, the profiles list is activated and allows you to select the
profiles to export. You can select the profiles by clicking on the left mouse
button and "Control" and "Shift" on the keyboard or "Shift" plus arrow keys.
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Once you have selected, press "Export".

3.3.2 How to import profiles

To import a profile, use the command "Import profiles" in the "File" menu of
the profiles manager. The screen allows you to choose the export file
containing the profiles to import.
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Once you have selected, click "Open" to confirm. The following screen
shows the content of the export file.

Check "Import all" to import all user and group profiles. Then use "Import"
to import the profiles. If by any chance one of the imported profiles already
exists on your workstation, you will be prompted to delete it.

Click "Yes" or "No".
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3.4 How to import profiles from external sources

Importing profiles from an external source allows retrieval of user settings
from data bases outside Calyx Suite.

3.4.1 Importing profiles from a SAM data base

Windows NT4/2000/2003

SAM data bases store information about user accounts defined on a server
or NT4, Windows 2000 or Windows 2003 workstation level. The profile
manager allows you to retrieve this information to create profiles. To do
this, you need badges to be allocated to the new profiles. To import profiles
from a SAM base, access the SAM requests context menu (right click on
the SAM node) and select “New Request”. A request is added and all you
have to do is to name the request with the network name of the workstation
from which you wish to import profiles. Then, in the down part of the right
hand side corner, appear the profiles that you can import. Select the users
you want to import and from the context menu, choose “Import”.

You will be prompted to insert a new badge for each account you wish to
import. Insert the badge and validate.
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The following screen displays the information on the imported profile. Make
the necessary changes and confirm.

Repeat the procedure as often as necessary.
3.4.2 How to import profiles from an LDAP server

LDAP servers store staff data. If the company has installed such a server,
you can import the data to create new Calyx Suite profiles.

If you do this for the first time, you need the server parameters from your
LDAP server administrator. They include IP addresses or server name and
information on connection account, directory entries etc.

To import from a directory server, use the context menu of the “LDAP
Bases” node and choose “New Connection”.
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To configure an LDAP connection, follow these steps:
- Define the name of the requester. It has to be unique for the whole
set of the LDAP request sub tree.
Select the defined LDAP requester. In the upper part of the detailed
configuration panel, appears the configuration tool of the LDAP
requester.

Server name: name or IP address of the LDAP directory.

Account name and password: this account is used to access the directory
and the data that it contains. It is recommended to use a user account from
the directory.

LDAP Port nhumber: TCP port used to send request to the directory server
by using LDAP protocol. The default value is 389.

Secure connection: That option is to be used if the interrogated LDAP
directory requires a secured SSL connection.
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LDAP Associations: This configuration allows to define the association
between the directory field and the identity tab field of the Calyx Suite
users.

Search filter: The search filter lets you define a research ignoring the non
relevant elements (Example: name of the machine), only displaying the
elements whose name starts with a precise letter, etc...

User importation from a directory:

- Select one of the requesters previously defined in the LDAP
request directory.
In the upper part of the detailed configuration panel, click on the
button "Get the user’s list". The list of the present users in the
directory, and matching the defined search filter appears in the
lower part of the detailed configuration panel.
In the detailed configuration panel, select the users that you wish to
import.
Drag and drop the selected users, on the root of the users’ tree.
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3.5 Operations on the badge

3.5.1 Unlocking a badge

This feature is not available if you use a biometric reader or a
PKCS#11 reader.

This feature enables you to unlock a badge previously locked after a
number of connection attempts using incorrect PIN. To unlock a badge, go
to "Tools" in the profiles manager and choose "Badge unlock ". The
following screen appears.

Enter the secret code for the badge in the field "PIN" and confirm in the
“Confirm" field. If the type of badge used supports the "Master Key", also fill
in the corresponding field "Master Key". Note that if this is not the case, the
field is disabled. To unlock the badge press "Ok". You can then unlock
other badges or quit by choosing "Cancel".
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3.5.2 How to change a PIN code

This feature is not available if you use a biometric reader or a
PKCS#11 reader.

It is possible to change the Pin code of a badge. Select "Change PIN" in
the "Tools" menu from the profiles manager. The PIN code maodification

screen is displayed.

Enter the current PIN in the field "OIld" and fill in the fields "New" and
"Confirm" with the new PIN. To update the PIN, click "Ok". You can then
change PIN codes of other badges or quit by choosing "Cancel".
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3.6 Features of Access Control management

3.6.1 Configuration of Access Control

To configure the access control, choose "Calyx SSO configuration” in the
"Configuration” menu of the profiles manager.

"Disable suspend mode" locks the screen saver on the workstation. This
option is required if a system instability stops the correct switching to
screen saver mode.

“Deactivate screensaver” allows you to disable the screen saver so when
the badge is removed from the computer or the reader the screen would
not lock. This functionality allows you to preserve a visualization of the
operations in progress on the workstation while locking the access to the
keyboard and the mouse. It is particularly adapted to the operations of the
supervision stations where the visualization of the operations in progress
must be permanent but the administrator wishes that an authentification is
required each time an operator modifies a data.

"Deactivate options" locks user options management. This is to prevent
conflicts with another user option such as Poledit.

“Disable USB storage (W2K & XP)” allows to forbid the use on the
workstation of the removable storage supports like keys USB to limit the
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possibilities of escape or flight of information.

"Activate time stamping limit" allows you to set user time restrictions by
badge or fingerprint.

"Time stamping and use time" allows you to set, for time-recording and
user time, the display of the message warning the user about the time left
before locking the workstation.

3.6.2 User time credit

Calyx SSO allows you to limit user time on a workstation by setting a time
credit. Once the allocated time has been spent, the user can no longer use
the workstation (The badge has to be reloaded). To set a user time credit,
you need the user’s badge. If the badge is not formatted, you will have to
do this before proceeding. Open the profiles manager and choose "Time
stamping counter" in the "Tools" menu.

The following screen is displayed. The field "User badge/fingerprint" shows
the name of the user of the badge currently inserted in the reader. If you
change the badge, choose "Read" to update the information displayed. If
you wish to limit the allocated time, activate "Time credit" and set the time
(hours and minutes) in the following fields. Choose "Write" to update the
badge.

Please note that the administrator's badges are not subject to time
restrictions.
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3.6.3 Installing or uninstalling start-up protectio n

Calyx SSO allows you to protect access to the hard disk of your
workstation by means of a "Start-up protection”. This protection operates
on the MBR level of the hard disk to protect access.

Note: This protection cannot be installed if you already use access control
software other than Calyx Access Control.

To install this feature, select "Startup protection" in the "Configuration”
menu of the profiles manager. Take a new, formatted floppy. It will be used
to create a recovery disk. In the case of start-up problems, you can
uninstall the protection by starting the workstation on disk. Always keep it
securely stored.

The settings screen of the start-up protection offers the following options
depending on the installation progress.

Start-up modes:

Classic boot: protection disabled.

Lock access to hard disk from system floppy: This option forbids
access to hard disk from system disk.

Disable boot from system floppy: this option forbids booting the
workstation from a system disk. This option depends on the BIOS
of your computer and it is not advised to use it without checking
first. In some cases, access to hard disk can be definitively locked
and any form of start-up denied. In such a case, the only way to
access the hard disk will be to take it out, install it into another
computer, unlock it there and install it back again.
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Other options:

Add startup password: this option allows you to add a password on
start-up. The default password is "password". You can change the
password after installation using "Change password".

Disable F8 at startup (Windows 9.x): this option disables the F8 key
providing access to DOS when starting a computer running
Windows 9.x.

"Change password" allows you to modify the password on start-up.
"Install" or "Uninstall" (according to installation progress) allows you to
install or uninstall start-up protection.

3.6.4 Safe-mode protection

During a safe-mode start-up of Windows 9.x or Windows 2000 (following
any kind of failure), the hardware managers (in particular the badge reader
managers) are not loaded, so that it will not be possible to use the badge
reader. To avoid this, Calyx SSO allows you to set a safe-mode password.
This protection is carried out by password in two possible ways:

- Static password: a password is defined by the administrator in the
Profiles Manager. It is this password you will need to enter to
access to the safe-mode.

Dynamic password: during a safe-mode start-up, Calyx SSO
generates a Challenge which displayed to user. This one transmits
(for example by phone) to his support this Challenge which will
calculate for him the Response to enter (password). This Response
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is calculated thanks to the Toolbox by entering it in the Challenge
as well as a Master Password (defined previously by the
administrator in the Profiles Manager).

3.6.4.1 How to set the safe-mode password

To set the safe-mode password, select option Fail-Safe-mode password in
the Configuration menu in Profiles Manager. The following window will
appear:

Check option “Use challenge/response mode” if you wish to protect access
to safe-mode by using a dynamic password.

Enter the password and the confirmation for safe-mode in the
corresponding fields.

The default password is "password”. In the case of a use in static
mode, it will be necessary to enter the Master Password to use during the
calculating of the response.

3.6.4.2 Calculating the Response in dynamic mode

In dynamic mode, the Response is calculated by an external operator to
the workstation to unlock (administrator, support, etc...). This operator
calculates the Response of the Challenge by entering in the Toolbox
Challenge values provided by user and the Master Password. For more
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information, see paragraph “Safe-mode” in chapter Toolbox.

3.6.5 Connection log

The connection log allows you to see the history of the connections using a
badge.

To display the connection log, use the command "Access log" from the
"Logs" menu in the profiles manager.

Each log shows connections and disconnections for a whole month. The
log entries are sorted by date, user and time. The logs contain the dated list
of the refused connection tries: expired token, unknown token, token with
no time, token unauthorized at this time, etc.
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To delete the log content , click "Delete".

You can export the log in a CSV file into any Word, Excel or other
document. To export the connection log, choose "Export", and select a path
on the following screen, type a name for the file and validate.
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3.7 Features of logon management

3.7.1 Preparing a badge for logon management

In order to use a badge to open a Windows session, it is necessary to write
on the badge the information needed to open a session, in particular the
name of the Windows user account, the password and the domain or the
working group. For this purpose, use the command "Badge/fingerprint
parameters" in the "Tools" menu of the profiles manager. This command
opens a window in which you will obtain this information. Please note that
to be able to register this information on the badge, it should have been
previously formatted.

According to the type of badge used, it will be possible to set between one
and four different connections information. This depends on the storage
capacity of the badge. The "Logon" tabs are automatically deactivated
according to the capacities of the badge.

In the field “Enter PIN”, enter the secret code of the badge. In the field
"User" enter the name of the Windows user account. In the scroll-down list
"Domain or Workgroup", select or enter directly the name of a workgroup or
Windows domain and finally, fill in the fields "Password" and "Confirm" with
the password of the account and its confirmation. Validate to store this
information on the badge. To close the window, use the button "Close". You
can configure several badges one after the other without closing this
window.
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If you choose "Read" all information stored in the badge will be displayed if
it has been configured at least once.

3.7.2 Connections information Apprenticeship
Windows NT4, Windows 2000 and Windows XP only.

The information needed to open a session can be stored in the badge the
first time it is used. In this case the user is prompted to fill his username,
his domain or workgroup, and his password. After checking connections
information, it is stored in the badge for a later use and the session is
opened.
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3.7.3 How to configure the Logon module
Windows NT4, Windows 2000 and Windows XP only.

To set the operating parameters of the Logon module, use the command
"Logon configuration" of the "Configuration" menu of the profiles manager.

The option "Manual connection available for NT administrators only" means
that only Windows NT administrators can connect by specifying their
connection parameters during user authentication preceding the opening of
a session.

The option “Forbid manual connection” means that no one can connect by
specifying their connection parameters.

The option "Log off when badge is removed" means that the session will be
closed and not locked when badge is removed. It is important to know that
all unsaved data will be lost when badge is removed.
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The option "Only NT administrators can change their passwords" means
that only Windows NT administrators can change their password at the
opening of a session. Even, the option "Only administrators can change
themselves their new password" means that all users non Windows NT
administrators could change their password by using generate password
option.

The option “Force users to auto generate their password” is used to be
sure that the user defines a new strong password.

The option "Only administrators can use "Hide/Show" button means that
only Windows NT administrators will be able to see clearly the new
password they just entered or generated by using the "Hide/Show " button.

These two features are available when you press "Crtl+Alt+Del".
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3.8 Features of Web access control

3.8.1 Web options configuration

These options allow defining the operating settings of the Web Access
control integrated in Calyx SSO. To display and modify, use the command
“Web filter Configuration” from the ‘Configuration’ menu in the profiles
manager.

Logs

This tab allows defining the Internet connection settings.

Several options are available:
Notify all access attempts: to save all access attempts to Internet
sites.
Notify only unsuccessful attempts: to save all access attempts
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denied by the Web access control.

Notify only successful attempts: to save all access attempts
accepted by the Web access control.

No log: no log will be saved.

Counter

This part allows to define the counter options:

- Signal inactivity after: Web access control signals a set inactivity
time to the user. This is very useful for users who forget to
disconnect.

Execute default navigator after connection: as soon as a
connection is established, the browser (IE or Netscape or other) is
launched.

Show counter at connection: as soon as a connection is
established, the counter screen is displayed.

Close counter at disconnection: as soon as you disconnect, the
counter is closed automatically.

Disconnect at counter closing: as soon as you close the counter,
the Internet connection will be closed (upon confirmation).

Applications to execute after connection

“Applications to execute after connection” displays a list of the applications
launched on connection. To add applications, click on “Add” in the
contextual menu. The screen where you can select the applications is
displayed.

Proxy servers

If you use a connection by proxy server, activate “I use a connection by
proxy server”. This last option requires specifying the parameters of your
proxy server.

To do this, select Add in the context menu of the proxy server list and
define the IP address and the port of your proxy server.

This information is important to guarantee efficient filtering. When you
configure Web access control as proxy server, only packets to the proxy
server address are filtered.
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3.8.2 How to install Web access control filter

Web access control filters the Internet access only when the filtering
module is installed. You can install or uninstall it directly from the profiles
manager. To install the filtering module, select “Install” button in the
“Install/Uninstall Web” command in the “Configuration” menu of the profiles
manager. As soon as filtering is enabled, the Web icon is displayed in the
task bar (if the option “Show Web icon in the task bar” was activated). To
uninstall the filtering module , select “Uninstall” button in the
“Install/Uninstall Web” command in the “Configuration” menu of the profiles
manager.

You have to restart your computer after installing or uninstalling.

3.8.3 Setting the connection time credit

If you use abiometric readey you can set these parameters in the edit window o
the user profile on the “Sites” tab. For further tdés, please refer to the chapter
“How to add and edit user profiles”.

Web access control makes it possible to limit connection time to the
Internet by user by setting a time credit. Once this time credit has been
used up, it is no longer possible to surf on the Internet (one must reload the
badge). To set a connection time credit, you must have the badge of the
user. If the badge is not formatted, it will be necessary for you to do it
before proceeding. Open the profiles manager and choose “Internet time
credit” of the "Tools" menu of the profiles manager.
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On the following screen, the field “User badge/fingerprint" contains the
name of the user whose badge is currently inserted in the reader. You can
display information on profiles by using the button located on the right of
the field. If you change your badge, update the information displayed by
clicking on "Read". If you wish to limit the time allocated to the user,
activate the option "Time credit" and set the time (Hours + Minutes) in the
following fields. To update the badge, click on "Write".

Note that the administrator badges do not have any connection time limit.
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3.8.4 Internet connection log

The connection log allows viewing the connection attempts to Internet sites
that correspond to the options of the Web Access Control module log (see
Internet options). The log entries are sorted by date, user and time. To
display the Internet connection log, use the command “Web log” from the
“Logs” menu in the profiles manager. The connection log lists all
connection attempts to Internet sites. Each icon preceding an entry allows
viewing the result of the attempt.

You can export the log in a CSV file into any Word, Excel or other
document. To export the connection log, choose “Export”, and select a path
in the following screen, type a name for the file and validate.
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3.8.5 The tracking screen

On the tracking screen you can follow in real time the Internet accesses. If
you open the tracking screen and connect to the Internet and browse with
Internet Explorer, you will see all the sites you were connected to display in
a list.

Each entry of the list is preceded by an icon that allows you to quickly
visualize the connection acceptance or refusal status:

Connection not blocked by the Web access control.
Connection blocked by the Web access control.

To reach the tracking screen, you must select the “Internet tracks window”
command in the “Tools” menu.
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3.9 Features of Calyx Crypto

The Protect module can be configured by default by all users and not only
by the administrators. Indeed, the characteristics of the Protect module are
accessible via the "Configuration Panel" of Windows with the Protect icon.
However, all of the Protect options can also be configured from the profiles
manager for the owners of an administrator badge.

Consequently, it is possible to block the access to the Protect
characteristics to users who do not have an administrator badge. You only
have to block the access to the Protect icon in the Configuration Panel.

Administrators can therefore have access to the Protect characteristics via
the profiles manager using the "Protect configuration" control of the
"Configuration" menu.
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On this window there is the same configuration tabs as in the "Cnfiguration
Panel". The tabs which are located on this window are the following:

The "Encryption” tab:

0 “User settings" corresponds exactly to the tab of the same
name located in the "Configuration Panel".

0 “Global settings" corresponds exactly to the tab of the
same name located in the "Configuration Panel". However,
there is an extra option in the window located in the
administrator’s profile. This option is "Erase key from
memory when badge is removed".

The “Options” tab:

o "Encryption templates" corresponds exactly to the tab of
the same name located in the "Configuration Panel".

0 "Customization" tab corresponds exactly to the tab of the
same name located in the "Configuration Panel".

0 "Wipe (Secured deletion)" corresponds exactly to the
"Wipe (Secured deletion)" tab located in the "Configuration
Panel".

Look 8 for a precise description of the options which are available.
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4 The Calyx SSO resident

When the Access Control module is activated, an icon is displayed on the
right of the task bar.

If the inserted badge is an administrator badge, you have access to the
profiles manager by clicking twice with the left mouse button on the Calyx
SSO icon on the task bar.

You can read whose badge is inserted by pointing the mouse on the Calyx
SSO icon on the task bar.

If you activated the Calyx screen saver (see settings of the options), it will
hide the screen as soon as you remove your badge from the reader.

If you have a biometric reader , you can lock the workstation by clicking on
the right mouse button on the Calyx SSO icon.
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5 Web Access control counter

The counter is the module that acts as a “link” between the user and the
Web Access Control. It should be launched to be able to surf on the
Internet. The administrator has a certain number of options to set the
functioning of this module. You can access these options by choosing
“Web filter configuration” in the “Configuration” menu of the profiles
manager.

For more details, please go to the chapter on the Internet module settings.

5.1 Web icon and its menu

When the counter is launched, the counter icon is shown on the task bar:

When pointing the mouse on the counter icon, a text field will be displayed
with Calyx Suite version number, user name and connection time credit (or
unlimited time for users that do not have any time limit).

With a click on the left mouse button, you open the shortcut menu of the
counter. It can be slightly different according to the selected type of Internet
connection (local network, modem, proxy ...).

To display the counter screen, choose “Counter”. If you want to connect
once again to the Internet, you will have to launch the counter again.

The command “Connection” is used to allow the access to Internet.

The user needs to use it to activate his connection. In the sub
menu, the user can select which connection available on the computer he
wants to use.
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A double-click with the left mouse button on the counter icon executes the
Profiles manager.

A double click with the right mouse button displays the counter, if need be.

5.2 The counter screen

If the counter screen is not automatically displayed at connection
(depending on the checked options), you can double click with the right
mouse button on the Web icon or by using the shortcut menu.

The counter screen displays the current settings:

“User” contains the name of the user whose badge is inserted in
the reader.

“Credit” shows the connection time credit.
The connection status is shown on the left bottom.
You can disconnect with the button on the right.
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6 Logon management

The logon management is an authentication module which replaces the
Windows’ or Novell's authentication with a password module. When it is
installed, the authentication procedure for opening a session is replaced by
that of the Calyx logon management.

This dialog box replaces the classic box that used to appear during the
loading of Windows, after which the Calyx Suite authentication screen
appears.

It is therefore possible to identify oneself by different ways:

Manual connection: this type of connection is the same as the old Windows
or Novell dialog boxes as if we select this type of connection, you will have
to enter the parameters of identification manually.

Note: It is possible to restrict completely or only to the owners of an
administrator badge the possibility to connect themselves manually.
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The connection with a badge: this type of connection uses identification
information previously stored in a badge (USB card or smart card) assigned
to each user.

Logon with a biometric fingerprint reader: this type of connection uses
identification data previously stored on each computer where the profile is
known (as the biometric readers do not have any storing capacity).
Consequently, the data is associated to every fingerprint identified by the
reader.

6.1 The identification module

6.1.1 Case of a Windows connection only

6.1.1.1 Connection in manual mode

To have access to the manual connection mode, you should press “Manual
logon" either before the end of the reader’s initialization, either once this
one is finished.
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Enter the name of the user in the "User" field, then select or enter the name
of the domain or the workgroup in the "Domain” list and finally enter your
password in the field "Password", then press “OK”.

Note that after the connection, it will be necessary to introduce a badge in
the reader in order to use the computer, if any profiles exist in the profiles
manager.

6.1.1.2 The connection with a badge

In the case the connection is executed with a badge and once the badge
reader is initialized, the following screen appears.

When you introduce your badge in the reader, the following screen asks
you for the badge’s confidential code, unless the option "Do not use the
badge’s PIN code" has been activated by the administrator.

Type your PIN Code in the proper field and press “OK”.

If your badge contains several logons |, the following screen will suggest
you to select the user you want to use.
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Make your choice, then confirm. This will open a Windows session (if, of
course, the user is identified on the workstation or the domain and has the
required privileges).

If your badge contains only one logon, the following screen does not
appear and the Windows session immediately starts.

6.1.1.3 The connection with a biometric reader

If the connection is established using a biometric reader, once the reader is
initialized, the following screen appears, along with an animation showing
that the biometric reader is installed.
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The following animations can appear:

characterizes a fingerprint reader,

characterizes a biometric mouse.

Once this screen has appeared, you only have to identify yourself with your
biometric reader. If your fingerprint is linked to several logons, the
screen that suggests to select the user appears.

Choose the user, then confirm by pressing “OK” and it will open the
Windows session.

If your fingerprint is linked to only one logon, the following screen will not
appear and the Windows session begins.

6.1.2 Case of a Windows and Novell connection
This function is available only under Windows NT4, 2000 and XP.

If the Calyx Suite’s installation program has detected the presence of a
Novell client installed on the computer, the authentication protocol will be
slightly different from the others.
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Every dialog box will be the same except the one corresponding to a
connection in manual mode. If a Novell client is located, this dialog, screen
will be the following:

Enter the name of the user in the "User" field, then select or enter the name
of the domain or the workgroup in the "Domain” list and finally type your
password in the "Password" field, then confirm by pressing “OK”.

If the option "Connect to Novell network" is activated, then this procedure
will open a Windows session and a Novell session. Otherwise, only the
Windows session will be open.

Be aware that after the connection, it will be necessary to introduce a
badge in the reader in order to use the computer, if the profiles exist in the
profiles manager.
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6.1.3 Case of a connection with a new badge

If the connection is made with a token that contains no connection
information and when the badge reader is initialized, the following screen
appears:

If you introduce your new badge in the reader, the following screen asks
you for the card’s confidential code, unless the option "Do not use the
card’s PIN code" has been activated by the administrator.
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Type your PIN Code in the proper field and click on OK. The following
screen appears informing you that there is no connection information
stored in the badge.

Click on No to cancel the operation and go back to welcome screen or click
on Yes to save your connection information in the badge.

The following screen appears :

Enter the name of the user in the "User" field, then select or enter the name
of the domain or the workgroup in the "Domain” list and finally enter your
password in the field "Password", then press on “Ok” to confirm.

After verification of the information locally or on the domain controller, the
connection information is stored in the badge for a further use and the user
is logged in.
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6.2 The Windows Security screen

The Windows security screen is displayed by pressing "CTRL-Alt-Del" while
a session is opened.

6.2.1 How to lock the workstation

To lock the workstation , choose "Lock workstation" on the Windows
security screen or simply remove the badge from the reader. To reconnect,
press "CTRL-Alt-Del" (you have to re-enter your password) or insert a
badge in the reader, or, if you have a biometric reader, place your finger on
the scanner.
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6.2.2 How to change your password

If you want to change your password, select "Change password" on the
Windows security screen. The password modification screen is displayed.

Enter the name of the "User" in the corresponding field. Enter a "Domain"
name in the domain field. Enter the current password in "Old password",
type the new password in the corresponding field and retype the new
password in the confirmation field. You can create a password at random
by using "Generate a password". The button "Hide/Unhide" allows you to
display the hidden text in the password field or to hide it by asterisks. Once
you have filled the fields correctly, validate by clicking "Modify".

Note: if you identified yourself manually, the new passwords will not be
stored on the badge. If you identified yourself using a badge, the
passwords will be updated on the badge. You will be informed of it on the
bottom of the screen.
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6.2.3 How to shut down the system

To shut down the computer, choose "Shut down the system" on the
Windows security screen. This allows access to the screen where you can
choose the shutdown mode. Make your choice and validate. "Close the
session” closes the open session, "Stop and restart” closes Windows and
restarts the computer, "Stop the system"/“Stop and power down” shuts
down the computer.

6.2.4 How to display the task manager

You can display the task manager by using the button "Task manager" of
the Windows security screen.
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6.3 How to configure the logon module

This feature is not available for biometric readers.

To access the configuration menu , use the "Configuration" button of the
Windows security screen. This gives you access to the configuration of the
Logon module. This screen is only accessible to the Calyx Suite
administrators.

The fields below let you specify the authentication parameters. If you check
the option "Don’t use PIN code with this badge" , it will not be necessary
to type the Pin Code after insertion of the badge. This option is not advised
as it considerably decreases the security level.

In the list "Current user" , you can select one of the authentication
accounts stored in the badge. After selection, change the user name, his
Windows domain, the new password and its confirmation. Use the button
"Write on badge" to write the modified data on it. The button "Read a
badge" reads the information contained in the badge and updates them on
the screen.
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6.3.1 Options

These logon options allow you to configure "Logon/Logoff" and also
password options.

If you activate the option "Only Administrators Windows NT can logon
without a badge" , only the administrators will be able to authenticate
manually.

If you activate the option "Log off when badge is removed" , the session
will be not locked but closed when the badge you were connected with is
removed.

If you activate the option "Forbid manual connection” , all manual
connections will be then impossible.

If you activate the option "Only administrators can change password" ,
only people provided with an administrator badge inserted in the reader will
be able to have access to the password modification screen of the Logon
module.
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If you activate the option "Only administrators can use the
"Hide/Unhide" button" , only Windows administrators will be able to see
clearly the new password they just entered or generated by using the
"Hide/Unhide" button.

6.3.2 Initializing a badge

This feature is not available for biometric readers.

When you type the PIN code, only a limited humber of errors are tolerated.
This number depends on the type of badge you use:

iKey badge: 6
Smart card: 3
eToken: no limit

Once you have entered the maximum of erroneous codes allowed, the
badge will be locked . In that case, it can no longer be used unless it is
unlocked. To do this, choose "Unlock" on the configuration screen of the
Logon module (you can also do this from the profiles manager).

If your badge supports a "Master Key" (iKey and eToken), you have to
provide the master key. Please read the chapter on badge types for the
default values.
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Enter the PIN code and press “OK”.

6.3.3 How to change the PIN

This feature is not available for biometric readers.

It is advised to change the confidential code of a badge. The default value
(1234) of the confidential code is the same for all badges. To change the
confidential code of a badge, choose "Change PIN" on the configuration
screen of the Logon module (You can also do it in the profiles manager).
Insert the badge, and then enter the values: the old secret code is the
current secret code, the new secret code is the code you wish to store on
the badge, and the confirmation is the confirmation of the new secret code.
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6.4 Citrix and Logon management

This feature is only available for smartcards.

Calyx SSO manages the Windows Logon (local, domain, Novell server) in
the Citrix MetaFrame environment. This feature requires the installation of
Calyx SSO on the Citrix server.

On the workstation:
Start the ICA session (complete desktop or application only)
through the ICA client or through the Citrix Web portal.
Calyx SSO asks for the PIN.
Enter the PIN of the badge inserted on the workstation.
The session is automatically opened.

The whole Logon features of Calyx SSO described in this chapter is
available in Citrix environment (badge initialisation, password change,
Novell login, etc.).
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7 Applications management

The Application module is an identification module which enables you to
replace the regular authentication process for applications such as Internet
Explorer, Microsoft Outlook and Outlook Express . Any other Windows
applications that require a "classical" authentication of the following type:
Login/Domain/Password can be similarly managed by means of the
apprenticeship module . Once installed, the password modification forms
are managed (the new password automatically replaces the old one and is
enabled for the next authentication of the application).

When one of these applications is open and the authentication request is
made, the Application module automatically fills in the fields which need to
be completed using the connection information which would previously
have been defined in the badge or the profile linked to the fingerprint.

For each application, it is possible to manage several pages stored in a
tree. Each page or dialog box corresponds to either an authentication
demand, or a change password demand, or an invalid password window.
According to the page and window type, Calyx SSO will realize the
appropriated operations.

For each application, Calyx SSO can manage in the same badge several
credential information sets. If a badge contains several username /
password for a defined application, Calyx SSO displays the list of the
available usernames.

The dynamic management of the storage space in the badge allows
optimizing the number of credential information that can be stored. Given
that the length of the credential information is not limited, we can consider
that a Calyx badge can manage about 100 connections information.
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7.1 Application module management

The Applications tool will enable you to administer the connection
information which will be stored in the badges or in the profiles linked to the
digital fingerprints. This application allows you to adjust a certain number of
options such as hiding the regular authentication screen of the application
concerned.

Also, it allows you to store the connection information for the Notes, Sap
and Checkpoint SecuRemote modules.

To run the Applications tool, you can use the shortcut in the installation
folder.
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The procedure which allows you to automatically enter the information is as

follows:

1.

2.

Open the Applications tool using the shortcut located in the
installation folder.

Select in the tree on the left of the window the application you
would like to register the connection information, by clicking once
on its name. If the application is listed but not the form, or if the
application does not appear in this list, use the apprenticeship
module explained in the following section entitled “Connection
information apprenticeship module”.

Fill in the information you want to automatically enter in the
appropriate fields by double clicking on the fields in right hand side
of the screen below “Field name”.

Enter the value that you want to be allocated to the selected field
into the dialog box.

Then it is possible to choose between several options of automatic
fill-in for each window belonging to the application. The available
options are the following :

- The “Activate this window” option allows you to set up
the interception of the standard authentication window. The
user can deactivate the interception if he wishes to do the
operation manually.

- The “Automatic validation” option allows you to
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automatically  confirm  the  standard  application
authentication window after application management
module had provided the connection information.

The “Use logon” option allows you to use the defined
connection information at the logon module level. The
authentication on Internet Explorer, Microsoft Outlook and
Outlook Express will be performed using the first login
information held by the Logon module.

Once the procedure is done, the window will then be intercepted and the
selected fields will automatically be filled in with the information indicated

here.
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7.2 Connection Information  Apprenticeship
module

When you run an application whose authentication is managed by the
Applications module, if no connection information is found for it on the
badge, you are prompted to define the information which will be stored in
the badge for future use. The information is entered by the user who fills in
each dialog box corresponding to a blank form field.

7.3 The apprenticeship module

The Applications tool allows the definition of a Windows recognition
process and some of its fields in order to automatically fill them by using
the stored information in a badge or in an encrypted file.

To access the apprenticeship module right-click in the application’s tree
area, select “New\New Windows Application” in the contextual menu and
then “New\New Window”.

The Applications apprenticeship module is shown below:
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Once the application and its page are opened, tick the “Activate the
window” option (recommended), the “Automatic validation” option and the
“Use logon” option (both optional). It is important to specify if the window
interception operates on a standard authentication window or a password
modification window by choosing the right option in the “Window type” list
box.

Once these operations are done, you should begin the procedure allowing
the identification of the window and the fields to fill in. Here are the
procedure steps:

1. Launch the window to detect.

2. Use the target in front of the “Select >>>" sign, drag and drop it on
the window to trap. Then the title of the intercepted window should
appear along with its ID number.

3. To teach Applications manager about a field, right click in the low
part of the apprenticeship module and choose “Add”.
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A dialog box allows you to select the type of the field (user, domain,
and password, other...).

So, the field type is added but you still have to associate it to the
corresponding textbox on the trapped window. To do so, highlight the
created field and drag and drop the target on the field to be recognised.

4. In most cases, the previous operations allow the windows and
fields to be recognized. However, two different windows might have
the same title. The “Check control” group lets you add selection
criteria by checking text blocks contained in the window. The
procedure is the same as the one allowing identification of the text

fields.

5. Click on the “Save” button and select the name of the application in
the tree.

6. Type in the contents of the field as described in the previous
section.
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Once this procedure is done, the window identified will be intercepted and
the selected fields will automatically be filled in.

The application elements in the tree are easy to rename or delete by right
clicking on an application or a page.
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7.4 Web apprenticeship Module

The Applications tool allows you to install a form and its associated web
page recognition process, and some of its fields in order to automatically fill
them with the information stored on a badge or an encrypted file.

You can access the apprenticeship module by right-clicking in the tree
area, selecting “New \ New Web Application” in the context menu and then
“New \ New Web form”.

The procedure allowing the Web page, the form and the fields to fill, to be
identified consists in several parts:

1. First, select the type of form: “Standard authentication”, “Password
modification” or “Invalid password”.

2. Click on the “Select” button to access the web page you wish to
intercept, through Internet Explorer.
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7.

After selecting the form in the Web page apprenticeship module’s
screen, you have to click-left on each form component.

Then press the “Validate” button.

Then you just have to tick the “Activate this form” case and press
"Save".

Connection information can be entered in two ways. The simplest
way is to browse a previously recorded page. Applications
manager offers you the possibility to enter the information through
dialog boxes. Otherwise, you can select the application name to
display the fields and double click on each field to fill.

Finally, confirm the modifications made by pressing "Save".

Once this procedure is finished, the identified Web page will be intercepted,
the selected fields will be automatically filled and the user will be
authenticated.

7.5 Automatic validation

After completing the fields of the dialog box or the fields of the Web form,
Calyx SSO can validate automatically the dialog or the form.
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When you make the apprenticeship of the window or the Web form, the
software Application presents the option “Validate this form”. Check this
option if you want this window or web form to be validated automatically.
Note that it is possible for one application to validate automatically some
window and forms and to let the user manually validate other one.

For a web application, there is only one validation button on the form, Calyx
SSO validate this button.
For a window application, it could exist more than one validation button.

During the apprenticeship of the window, it is possible de make the
apprent|cesh|p of the validation button:
In the fields list, add a field Automatic validation button
With the target, select the validation button of the window that you
are making the apprenticeship (drag and drop the target on the
button).
Check the box Automatic validation

7.6 Password strategies

7.6.1 Define a password strategy

All the applications that have the authentication managed by Calyx SSO
(Window application or Web application) have some rules about password
generation (password length, authorized characters, etc.). To manage
these rules with Calyx SSO and to be sure that the user defines strong
password, a password strategy is affected to each application configured in
Application software.

The following options can be configured in each password strategy:
- Minimum password length.
Password must contain letters and numbers.
Use random password for changing.
Enforce the user to define a different password.

The definition of password strategy can be made as follow:
1. Inthe tree of the Application software, select the Strategies node.
2. Inthe context menu (right click), select the option New.
3. A new strategy appears in the list, define a name for it.
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4. Select the new strategy. In the right part of the Application
software, define the settings of this password strategy. Click on
“Save” to validate the modifications.

7.6.2 Definition of the number of credential
information

For each application, Calyx SSO can manage in the same badge several
credential information set (for example several usernames / passwords).

The Calyx administrator defines for each application the maximum number
of manageable credential information set. This setting is realized in the
password strategies by the following way:

1. Inthe tree of the Applications software, select the Strategies node.

2. Inthe context menu (right click), select the option New.

Or
Select the password strategy to modify.
3. A new strategy appears in the list, define its name.
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4. Select the new strategy and in the right part of the Application
software, define the settings of this password strategy and validate
the modification by pushing “Save” button.

7.6.3 Affectation of a strategy to an application

A password strategy is affected in the Applications software to each
application that the authentication is managed by Calyx SSO.

This affectation is made as follow:

1. In the Application software, make sure that a strategy
corresponding to the needs of the application to configure exists.
2. Select the application to configure in the list.

3. Inthe Strategy list box, select the password strategy to affect to the
selected application.
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7.7 Management of changing password
mechanisms

Calyx SSO makes it possible to deal with the management of changing
password mechanisms set up by applications or Web sites which
authentication is managed by Calyx SSO.

Applicative and Web training modules make it possible to configure
management for a same application of an unlimited number of dialog boxes
or Web forms. For each one of them, there is a parameter named Window

type.

If you assign value Password modification to parameter Window Type ,
then nearest appearances of this dialog box or Web page will cause, on
behalf of Calyx SSO, an operation of type password changing.

In order to perfect your changing password windows and forms training,
you must define your applications fields corresponding to field old

CalyxSuite is a registered trademark of
OIKIALOG SAS version 6.30 Page
121/168



Administration quide

password , new password and confirm password . This parameter
setting is identical to that of field username, password and domain
presented previously.

7.8 Management of invalid passwords

Calyx SSO proposes a mechanism making it possible to solve incidents
caused by the storage of invalid connection information in badges.

As we previously saw for changing password mechanisms, it is possible to
carry out dialog boxes and Web pages training announcing an invalid
entering of connection information.

Next time this dialog box or Web page appears, Calyx SSO will do an
operation of password modification type. The user will be requested to
enter a valid connection information for a new storage in the badge.
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7.9 Dynamic password management

This feature requires the installation of the SofToken software designed by
Secure Computing Inc.

Calyx SSO deals with the strong authentication requests that require
dynamic password in partnership with the SafeWorld Premier Access
solution designed by Secure Computing. During the apprenticeship of the
authentication windows and Web forms, the Calyx administrator can define
the fields requiring the generation of a One Time Password (OTP).

Calyx SSO manages in the users’ badges the SafeWorld key associated to
each of them.

During the authentication process, Calyx SSO will calculate automatically
the One Time Password by using the SafeWorld key stored in the badge
and will send it to the authentication window or Web form.

For more information concerning the installation and the use of the Secure
Computing software, please read the associated documentations.
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7.10Global settings and tools

7.10.1 Reauthentication option

By default Calyx SSO manages the authentication for the application and
the Web form after that the user has signed one time (by inserting the
token and fill in the PIN or putting his fingerprint on the reader).

This reauthentication option forces the user to sign each time Calyx SSO
need to read some connection information in the token.

This option is validated as follow:

1. Inthe Application software, select the File menu.
2. Inthe list, select the option Reauthentication .

7.10.2 Protect the access to Application software

It is possible to forbid the access to the Application software to all users
that do not carry on Calyx administrator token.

This option is validated as follow:

1. Inthe Application software, select the File menu.
2. Inthe list, select the option Only administrator can configure

7.10.3 Initialize stored data for Lotus Notes and
Checkpoint SecuRemote

Password management for Lotus Notes and Checkpoint SecuRemote is
made in Calyx Suite executables which are directly integrated in these
applications. These executables manage the whole operation for initial
enter of password, change password, etc.

These executables do not directly manage the case where an invalid data
has been stored in the token. The deletion of the data stored for Lotus
Notes and Checkpoint SecuRemote can be made as follow:

1. Inthe Applications software, select the Tools menu.
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2. In the list, select the option Erase Lotus Notes entries from
token or the option Erase Checkpoint entries from token . The
stored data in the token currently inserted are erased.
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7.11 Citrix and application authentication

This feature is only available associated to smartcards.

Calyx SSO deals with the strong authentication required by the standard
applications and Web pages executed / displayed in Citrix MetaFrame
environment. The feature requires the installation of Calyx SSO on the
Citrix server.

On the workstation:
Open the ICA session on the workstation.
Start the standard or Web application requiring the authentication.
Calyx SSO intercepts the authentication demand and uses the
credential information stored in the badge inserted on the
workstation. If the user has not yet entered the PIN since the
beginning of the ICA session, Calyx SSO asks for it.

The whole authentication features of Calyx SSO described in this chapter is
available in Citrix environment (badges’ initialisation, application
apprenticeship, password management, etc.).

7.12Restrictions of the use of the applications
management

When an authentication request window pops up, the fields will only be
completed automatically if the PIN Code has been stored since the card
was inserted.

Consequently, if you connected in manual mode and if the PIN Code has
not yet been entered, a dialog box prompting the user for the PIN Code will
pop up when the window appears. Once the PIN Code is entered, this
window no longer appears.

CalyxSuite is a registered trademark of
OIKIALOG SAS version 6.30 Page
126/168



Administration quide

8 Calyx Crypto

Once Protect has been installed on your computer, it is very easy to use.
To take advantage of Protect, you only need to create an @directory (“at-
directory") and if needed, a corresponding !directory ("exclamation-
directory").

An @directory is any directory whose name starts with "@", such as
"@employees" or "@stocks". A Idirectory must have the same name as the
@directory, except that the first character must be an "I". For example, for
the above-mentioned @directories, you should create the !directories
"lemployees" and "Istocks".

To create an encrypted file , simply copy, save or create a new file in an
@directory. All files in such a directory will be protected against
unauthorized access and encrypted using the WinCros 80 or 160 bits or
CAST 128 Bits algorithm.

To access an encrypted file , you must open it from the @directory.
Protect only allows access to a file if the corresponding encryption key is
known. The key value can be stored on a badge (or USB key, smart card

).

To transfer a file in encrypted form via a local ar  ea network or to a
floppy , you have to copy or move the file from the original @directory to a
destination @directory. Protect will automatically encrypt the file and
prevent unauthorized access.

To transfer a file in encrypted form over a WAN or via email, you must
use the !directory. Simply copy the file from the original !directory to its
destination and the file will be copied in encrypted format.

To retrieve an encrypted file (that is not stored in an @directory) from the
network, by email or from a floppy or hard disk, copy the file into an
Idirectory. To access the decrypted text of the file, open it in the
corresponding @directory. The key needed for encryption must be
recognized by Protect, either from a badge (USB key, smart card, ...) or
entered on a keyboard.
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8.1 Introduction

Encryption is a mathematical reversible transformation of data. This
mathematical transformation is called an "Encryption algorithm". In order to
differentiate this transformation, it is given a parameter changing the
operation result. This parameter is called an "Encryption key" given the
analogy to a key granting or denying access to something. To change an
encryption key largely modifies the encryption result. For example: The
contents of a file encrypted with key A and the same file encrypted with key
B are completely different.

In the case of Protect, the encryption operation makes the contents of a file
illegible. Your encryption key is the only data that permits you to decrypt
an encrypted file. If you give it out to unauthorized persons, they could
have access to your data. If you lose the encryption key, you will lose the
encrypted data forever. To protect your data, keep your encryption key in a
secure place and do not publish it anywhere.

8.1.1 Encryption Keys and Protect

There are three important pieces of information that Protect uses to
establish an encryption key: key name, key value, and key signature.

Key Name:

This is simply the name you give an encryption key. The key name can be
a combination of any alpha-numeric characters, but it must be between 1
and 8 characters long. It is always visible to the user.

Key Value :

The key value is the most important part of an encryption key. It needs to
be entered every time a file is to be encrypted or decrypted. It is never
displayed and must either be remembered by the user or stored in a safe
place. The longer a key value is the safer the encryption key will be, but of
course harder to remember. A key value can be a combination of any
alpha-numeric characters with a minimum length of 6 characters. For
strong security a key value length of at least 13 characters is
recommended, as this corresponds to a key value length of 80 bits.
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Key signature :

The key signature is automatically generated by Protect. It is used to
provide a unique name for an encryption key. The key name is not required
to be unique since two different users could both enter an encryption key
with the same name but different key values. In the case of such a rare
coincidence, the key signature will help to distinguish the two. The key
signature can be freely displayed, as it does not, in any way, provide
information as to the possible value of the key itself.

Encryption keys are either entered from the keyboard or retrieved from a
badge where they were stored. Once established, an encryption key will
automatically encrypt and decrypt any file stored in an @directory. File
encryption and decryption will be transparent for the user as long as the
encryption key for a file is known to Protect.

If Protect does not know the value of an encryption key, then the user will
be prompted to supply the key value for the encryption key with the given
key name. Once the key value has been correctly entered, Protect will
store this encryption key for automatic encryption and decryption of the file
until the computer or Protect is reset. If the key value is not correctly
entered, then access to the file will be forbidden (including renaming or
deletion of the file).

8.1.2 Using encryption keys

To use an encryption key, open the screen of the "Currently stored
encryption keys" by selecting "Display Key" in the shortcut menu of the
Protect icon. To open the menu, click with the right mouse button on the
Protect icon at the right bottom of the task bar. The keys window is also
displayed if you are creating a file in an @directory that has no directory-
key association.
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To create a new key , select "Add Key". Enter in the field "Key Name" a
name you wish to attribute to the key (between 1 and 8 characters long).
Fill the fields "Enter key value" and "Confirm key value", enter the key value
(minimum 6 characters long - the longer the key value, the better your files
are protected). Then check the radio button to select the type of key you
want to use: Store as 80 bits key or 160 bits key.

Save the key value before validating. If it should get lost, all files would be
indecipherable ....

To delete a key, select it in the list and click "Erase". This will erase all keys
from memory.

To load a key from a badge , select "Load keys".
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8.1.3 Storage of Encryption Keys

As already mentioned in the introduction of this chapter, the loss of the
encryption key leads to the loss of the encrypted data. To compensate a
failure of human memory (it is so easy to forget something), we advise to
keep the key value in a secure place (for example a safe). Protect also
permits storage of these values on a badge that is secured by its secret
code.

8.2 Protect encryption directories

8.2.1 The @directories

All files to be encrypted and/or protected should reside in an @directory.
An @directory is a directory whose name begins with the "@" symbol. For
example, an @directory could have the name "@employees", "@system
files", or "@stocks". Once created, the @directory is automatically
recognized by Protect as a directory where encrypted files are to be stored.
Any file created, moved, or copied to the @directory will automatically be
encrypted and protected by Protect. Any file contained in a sub-directory of
an @directory will also be encrypted and protected. An @directory can
exist anywhere in the directory tree, as long as the preceding directories
are not @directories or !directories. We strongly advise to follow these
rules:

Do not create an @directory under an existing @dire  ctory . All sub-
directories created under an @directory should have a "normal" name (i.e.
a name without a preceding @ symbol). Sub-directories of an @directory
will automatically have their files encrypted and/or protected by Protect. For
example, you should create a sub-directory with the name "salaried" under
the directory "@employees”, not the sub-directory "@employees".

For obvious security reasons, you cannot share an @ directory
(directly) . If you want to share the contents of an @directory on a network,
then the @directory must be a sub-directory of a normal shared directory .
For example, the encrypted directory "@salaried" is a sub-directory of the
normal, shared directory "employees". Its contents of are now shared on
the network providing one knows the encryption keys to access the files.

Note: If you rename a normal directory to be an @directory then any files
that were previously listed in the directory will not be encrypted and/or
protected by Protect. Only files that are created or copied to an @directory

CalyxSuite is a registered trademark of
OIKIALOG SAS version 6.30 Page
131/168



Administration quide

will be encrypted.
8.2.2 Directory-Key Associations

Directory-key associations are used when a new file is created, saved,
moved, or copied to an @directory and thus guarantee total transparency
of the encryption process. The new file is automatically encrypted with the
key and the encryption strength  specified by the association. The user is
not required to enter any information and encryption proceeds
transparently, using the information from the current directory-key
association. All current directory-key associations are visible from the
Current Directory-Key Associations  window. You can disable this option.
Please consult the Protect options chapter.

The association between a directory and a key is automatically set the first
time a file is created in an @directory and valid until deletion or shutdown
of the computer.

For example , after turning on the computer you create the file "Addresses"
under the "@employees" directory. Protect will ask which key the file is to
be encrypted with and the encryption strength to use. You can either load a
key from your badge or enter the key from the keyboard. You choose to
encrypt the file using "Key#1" with an encryption strength of 8. The file is
created and at the same time Protect sets the "@employees" directory to
use "Key#1" with a strength of 8, for all newly created files. This association
will now be visible from the Current Directory-Key Associations window.

Note: If you are using programs which automatically create temporary files
(such as Microsoft®Word) then it is not recommended that you turn the
directory-key association option off, otherwise you will be obliged to enter
the encryption key each time you open a file.

You can make a permanent directory-key association that remains even
after the computer has been reset, by creating a default key - see
corresponding chapter.

Directory-key associations are only used for the automatic encryption of
new files in a @directory.

It is possible to work on a file encrypted with any key in an @directory,
regardless of the directory-key association for that @directory, providing
they know the value of the key used to encrypt the file. You can make a
permanent directory-key association that remains even after the computer
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has been reset, by creating a default key — see corresponding chapter.

All sub-directories of an @directory will inherit the directory-key association
of the @directory. For example, if the directory "@employees" is currently
associated with key "Key#1", then all newly created files in the sub-
directory "salaried" will also use "Key#1" for encryption.

8.2.3 The association screen

To open the association screen, choose "Display association” from the
Protect shortcut menu on the task bar. The Current Directory-Key
Associations window shows all current associations between directories,
keys and strengths. If you decide to delete an association, select it in the
list and click "Erase".

Associations are only valid for a Windows session. They are automatically
erased on restart.

Note: If the association option has been disabled (see the corresponding
chapter on Protect options), this screen will not be displayed.

8.2.4 The !directories

The !directory is a virtual directory which automatically contains the same
files and directory structure as the @directory and which has the same
name as the @directory (except, of course, for the first character). The
Idirectory allows access to files of an @directory, without being obliged to
decrypt them by Protect. You can use the !directory to make sure that all
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files in the @directory have been encrypted. The !directory must be
created on the same directory level as the @directory. For example, if the
directory "@confidential" is a sub-directory of "Documents”, then the
directory "Iconfidential" must also be a sub-directory of "Documents”.

The primary purpose of the !directory is to enable a user to transfer
encrypted files over a network or through e-mail in encrypted form. When
you open a file from the @directory, it will automatically be decrypted by
Protect. If you wish to transfer data over the network or through e-mail in
encrypted form, then you must select the file in the !directory. The data
copied from the !directory is encoded using the WinCros data encryption
algorithm. The data will be unreadable and theoretically impossible to
decode (providing the encryption strength is set high enough).

The !directory can also be used to transfer encrypted files, not stored in an
@directory, from another drive or over the network to your local drive. If an
encrypted file, not stored in an @directory, is being sent to you then you
need only copy the file to the !directory. To decrypt, open the file from the
@directory with the corresponding name (providing you know the value of
the encryption key that the file was stored with).

Example: you receive the encrypted file "new.doc" through an e-mail
message. You simply copy or move the encrypted file from your e-mail to
"C:\lemployees". To view the file "new.doc", open it from the "@employees"
directory. But before the file can be opened you must enter the value of the
encryption key that was used to encrypt the file. Protect will provide you
with the name of the key that was used to encrypt the file and then you
must enter the correct value of the key. Protect will decrypt the file for you
to view and/or modify. If the key value is already stored on the badge or
was previously entered during the current computer session, then the file
will automatically be opened for you, without the necessity of having to re-
enter the key again.

Note: The Idirectory is only to be used for copying encrypted files either to
or from this directory. You cannot change, delete, or create new files in the
Idirectory. The contents of the !directory (files and directory structure) are
automatically kept exactly the same as the contents of the @directory. The
use of !directories is subject to having this option enabled. Consult the
Protect options chapter.

8.2.5 How to make best use of a !directory

Most functions performed by Protect can be accomplished through the
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@directory. The @directory is used to encrypt files, view encrypted files,
and transfer files to and from a diskette or local network. All files stored in
an @directory are encrypted. You can create as many @directories on a
drive.

The !directory is only used to transfer encrypted files, in encrypted form,
over a network that might be visible to outsiders. It is therefore inefficient
and confusing to have an !directory for every single @directory on your
computer.

A better method is to have input/output directories. This can simply be an
Idirectory entitled "linput.output” , with a corresponding "@input.output”
directory. For any other @directory, there is no need to create an !directory.

Example: To send an encrypted file to one of your colleagues, copy it from
its original directory to the "@input.output" directory, then from
"linput.output” to your email. To receive an encrypted file, copy it from
your mail client to the "linput.output® directory, then open it in the
"@input.output" directory. You can then move it from "@input.output” to a
more appropriate directory.

Note: This method allows you to increase the encryption strength of the key
for safer communication. You can hand out this key to your
correspondents. It is a good idea to associate a very strong (80 or more)
"default key" to such a directory. All files copied into your communication
@directory will be encrypted with this key.

8.2.6 Deletion of an @directory or an !directory

You can delete an @directory the same way you would delete any other
normal directory. Deleting an @directory will lead to deletion of all files and
folders that were stored in it. In order to be able to delete an @directory,
Protect must know all keys used. If a key is not known, the file or
@directory concerned cannot be deleted.

To delete an !directory, the method is different. As already said before, an
Idirectory is a virtual directory. To remove a !directory you must:

Rename the !directory to a normal directory name. For example, rename
the !directory "ltemp" to "temp". You can now delete the renamed directory,
for example "temp".

Note: Deleting and/or renaming a !directory has no effect on the

CalyxSuite is a registered trademark of
OIKIALOG SAS version 6.30 Page
135/168



Administration quide

corresponding @directory. All files in an @directory remain safely
encrypted regardless of the presence of a corresponding !directory.
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8.2.7 Properties of an @directory and default keys

To ensure that the same encryption key and/or strength is used in a
particular @directory, you must create a default key for that @directory. A
default key specifies the encryption key and/or strength to be used for
creating all new files in the given @directory. Therefore, you will never
have to enter an encryption key and/or strength for a new file that is
created in an @directory with a default key (but, of course, you must
remember the default key value to be able to access the encrypted file).

To create a default key for an @directory, display the properties of the
directory in an explorer window. On the opening screen, select
"Encryption” .
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Check the option "Set encryption parameters for this directory”. Choose the
encryption algorithm (if possible) in the list, then the key length (80 bits or
160 bits), enable "Set directory key", and enter the parameters of the key or
choose them with "Browse". Finally, set the encryption strength by
choosing "Set directory strength to" and enter a value, then click "OK" to
validate. You can modify these options later by opening the properties
window of the @directory.

Note The default key option over-rides all other Protect options. To avoid
the risk of creating another key for an @directory, we recommend to set the
file DEFAULT.KEY to read only. A default key only specifies the name
and/or strength of the encryption key used for the @directory. The value of
the key used to access a file, if not known to Protect, must always be
entered by the user or loaded from the badge.

8.3 Encryption strength

Each encryption algorithm uses an iterative process to encrypt the data.
One of the numerous advantages of the algorithm WinCros Il used by
Protect, is it's capacity to modify the number of iterations used for
encryption of your data. This number of iterations is called encryption
strength .

Protect allows you to choose the strength in a range between 0 and 63.
The higher the value, the higher the security of your data but the encryption
time will also be very long. WinCros Il is, however, very quick and efficient.
You should not note any lack of performance, even with a high strength
level, unless you work on a very large file or a computer equipped with a
486 processor or lower.

The compromise is a strength between 8 and 32. With an encryption
strength set to 8, your data will be protected against any willful attack and
you will not notice any difference in time. With a strength set to 16, you will
not notice any slowing down and it would take a specialist tens of years to
decrypt your files.

Note A value below 4 is not recommended for data archiving. The user
does not have to worry about the encryption strength as Protect takes care
of it in a transparent way.
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8.4 Encryption and file protection

8.4.1 Encrypting a file

You only need to copy, move, create or save a plain text file in an
@directory and it is automatically encrypted by Protect. The key and
strength will be those defined by the user, by the default key or by a key-
directory association.

Note: If you want to encrypt a file, don’t copy it as shortcut.
8.4.2 Creating an Encrypted File

When you create or copy a file in an @directory (for the first time in a
session if the associations are enabled, or, if not, each time), the following
screen will be displayed. You can then either choose a key in a list or
create a new one by clicking "Add Keys" or load the keys from your badge
using "Load Keys" (see chapter 6).
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8.4.3 Viewing the Properties of an Encrypted File

To view name and strength of the key used to encrypt a file, display the
properties and choose "Encryption” . The key settings are displayed.
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8.4.4 Transferring Encrypted Files

The method consists in transferring a file from an @directory of the original
media to an @directory of the destination media. For example, to keep the
file "salaried" encrypted on a backup disk, copy

"C:\ @employees\salaried" to "A:\@data\salaried". In that case, the use of
an !directory is not justified (see 5).

Note: If you move the files from an @directory to another, the original key
will be kept for the files concerned. If you copy the files from an @directory
to another, the key of this new @directory will be applied to the files
considered by the @directory as new files.

8.4.5 Accessing Encrypted Files

An encrypted file opens like any other file. If Protect knows the key, the file
will be opened in plain text. If Protect does not recognize the key, a window
will be displayed prompting you to enter the key value. If you cannot enter
this value, it will be impossible to access the dat  a in plain text or to
delete the file .
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8.4.6 Decrypting files

To decrypt a file and remove the protection guaranteed by Protect, you
have to copy it from an @directory to a "normal" directory. From then on,
you can delete the file from the @directory.

Note: Never move a file from an @directory to a "normal” directory, as you
could lose your data.

8.4.7 Deletion of encrypted files

An encrypted file can only be deleted if the encryption key is known by
Protect. It can then be deleted like any other file.

Note: A file deleted from an @directory is sent to the recycle bin.
8.4.8 Changing encryption keys

If you want to change an encryption key of a file (for example, send it to the
network and increase its strength or the length for security reasons), copy
the file from its @directory to another @directory. It will then be encrypted
with the key of the destination directory.

Note: Any encrypted file moved from an @directory to another, keeps its
original encryption key.

8.5 Other Protect features

8.5.1 Resetting Protect

You can clear all keys known by Protect and the associations from memory
by reinitializing. To do this, choose "Reset" in the shortcut menu of the
Protect icon.

This feature is important as it allows you to prevent access to your data
during your absence. This feature will also be used, but in a programmed
way, to permit execution of automated tasks such as System Agent. See 4
for more details.
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8.5.2 How to enable or disable encryption

Sometimes it is necessary to disable encryption of Protect, in particular for
hard disk maintenance (back up etc.) To disable Protect, use the command
"Encryption OFF" from the shortcut menu of the task bar icon. To enable,
use "Encryption ON" from this menu. When encryption is disabled, the
following screen is displayed:

Note: Before disabling encryption, close all open encrypted files. In this
mode, anyone, viruses included, can access a file BUT the data stays
encrypted. It cannot be decrypted.

8.5.3 Setting Protect options

To access the Protect options, open the control panel and launch Protect.
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8.5.3.1 "General" tab

This tab displays information about the current version of the software.
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8.5.3.2 "Encryption" tab

This tab allows to set user options of Protect.

Option "Allow Protect to be deactivated" : this option allows
activation or deactivation of Protect

Option "Forbid entering key from the Keyboard": this option
forbids entering keys from the keyboard

Option "Ignore Key name": if this option is checked, Protect

ignores the key name and is based on the signature

Option "Load key during Protect Startup™: If this option is
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checked, Protect loads the keys when opening a sess  ion.
Option "Disable interactive entering of keys": this option
deactivates interactive entering of keys

Option "Confirm reset of Protect” this option activates
confirmation request to reset Protect

Option "Display information windows if encryption is turned off":
this option actives display of information windows when
deactivating Protect

Option "Display key details": this option activates information on
keys in the key windows

"Use default setting" resets options to their default value.
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8.5.3.3 "Encryption (workstation)" tab

8.5.3.3.1  Window of the "Panel of configuration"

This tab allows you to set Protect options for the workstation.

Option "Enable auto-detection of encrypted files on Network" :
this option enables auto-detection of encrypted files when
accessing them on the network.

Option "Enable using !(exclamation) directories" . this option
enables use of !directories (see chapter on !directories).

Option "File length correction in @folders" : this option allows to
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determine how Protect states the file length: "Constant length
correction”, "Do not correct” or "Correct according to current
length".

"Use default setting" resets options to their default value.

8.5.3.3.2  Window of the "Profiles manager"

In this window located in the profile manager, an extra option exists.

This option enables to delete automatically the data-encryption keys after
the withdrawal of the card. This reinforces the security of coded data of
each user because as soon as their card is no longer connected, the keys
will not be loaded of memory and therefore the coded files, with these keys,
will no longer be decrypted automatically.

8.5.3.4 "Encryption templates" tab
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This tab allows use of encryption templates.

"Path to templates for on-line encryption” : this field allows you to
specify the template directory for on-line encryption. "Path to templates
for protected archive encryption" : this field allows to specify the template
directory for protected archive encryption.

"Use default setting" resets options to their default value.
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8.5.3.5 "Tokens" tab

This tab allows you to define the external devices containing encryption
keys (for example a badge reader).

To add a token, click "Add". The opening screen allows you to select a new
token from a list of authorized devices.
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To delete a token, click "Remove". To display the properties of the selected
token, click "Properties".
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8.5.3.6 "Wipe (secure deletion)" tab

This tab allows you to specify parameters of file deletion in the
"@directories".

The option "Delete only/not overwrite" disables secure deletion. The option
"Overwrite" forces Protect to overwrite the file and set number of times
before deleting it. For a very secure deletion, set this figure to 8.

The option "Use default settings" resets the default values of the options.
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8.5.3.7 "Customization" tab

This tab allow customization of the software features.

The option "Display icon in Taskbar" forces the display of the Protect icon
on the right bottom of the task bar. The option "Access settings through the
Taskbar icon" adds the "Settings" option to the right-click shortcut menu.

"Use default setting" resets options to their default value.
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8.5.4 Automation of Protect

Some features are only available in command line mode. You can perform
certain Protect functions automatically from a batch file or any programme
(for example the AT commands of Windows NT or the Windows 95 System
Agent).

To turn encryption OFF type protect.exe /OFF To turn encryption ON type
protect.exe /ON To reset Protect type protect.exe /reset To display the left
Protect menu type protect.exe /Imenu To display the right Protect menu
type protect.exe /rmenu

For example, you may want to have Protect automatically reset every night,
so that all encryption keys entered during the day will be erased from
memory (see Resetting Protect).

Note: Protect.exe is stored in the "System" directory of Windows 9.x or
"System32" of Windows NT/2000.

8.6 Maximum security: Encrypting temporary
directories

Many programs, such as Microsoft® Word or Excel, use temporary
directories to store temporary data or backup files. The information stored
in these directories is accessible to everyone with access to the temp
directory. For example, you may be editing an encrypted file using Word,
which is automatically storing a backup copy of your encrypted file in non-
encrypted form to "C:\Windows\Temp".

To ensure maximum security for all of your encrypted files, you should
make the temp directory an @directory as well. Attribute a default key to
this directory so you won'’t have to enter a key each time you create a temp
file.

To make an encrypted temp directory you should:

Create a new @directory, such as "C:\@temp" or "C:\Windows\@temp",
Put the following lines in your AUTOEXEC.BAT file

-TMP = [name of a temp @directory]-
-TEMP = [name of a temp @directory]-

In Windows NT/2000 , open system properties and view environment

CalyxSuite is a registered trademark of
OIKIALOG SAS version 6.30 Page
154/168



Administration quide

variables. Replace environment variables "TMP" and "TEMP" by the name
of the @directory. Restart the computer.

8.7 Additional Information

8.7.1 Problems

| can't create a file in an @directory under Window s 95.

If you are unable to create a file in an @directory (i.e. an encrypted file),
then this is most likely caused by having your file system accessed in 16-bit
mode. Protect requires that all disks (to be encrypted and protected) be
accessed in 32-bit mode. To see which mode your file system is being
accessed in, open the Control Panel and select the "System" icon. Under
the "Performance” tab, you will see whether the file system is accessed in
16 or 32-bit mode. To correct the problem, please change the access to 32-
bits.

Why are my System Tools not working properly ~ ?
You must turn Protect encryption OFF before you run any system tool. With
encryption OFF your data will still be encrypted but your system tools will

now have free access to move, compress, or fix any problem with a file in
an @directory.

8.7.2 Questions

Do | need to use an !directory for data encryption  ?

No. You only need to use an !directory when you want to transfer files in
encrypted form over a network.

How can | share an @directory ?

You cannot share an @directory directly. You must make an @directory
the sub-directory of a normal, shared directory to be able to share the
contents of the @directory on a network. See @directories.

Why does Protect ask me for an encryption key fort  emp files ?

This is probably due to the fact that you didn't create a default key or a
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directory-key-association for the @directory in which these temp files are
created.

Why are some files in an @directory not encrypted  ?

If you rename a normal directory to an @directory then the files in the new
@directory will not be encrypted. For files to be encrypted they must be
created in the @directory (i.e. you must copy, move, or save the file to be
encrypted to an @directory). To make these files encrypted, simply move
them from the @directory to a normal directory and then move them back
from the normal directory to the @directory.

What is the difference between a default key and a directory-key
association ?

The validity. A default key is stored in the @directory. The default key
states the encryption key and/or strength that all newly created files will
have. A default key is a permanent, stored directory-key association.
A directory-key association states the encryption key and strength that will
be used to create all new files in a given @directory during the current
computer session. An association is established the first time a file is
created in an @directory and it is erased using the Current Directory-Key
Associations window or when the current computer session ends. The
directory-key association feature is valid only during a session (or until
Protect is reset).
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9 Toolbox

The Toolbox module allows you to manage and configure different types of
Calyx badges. It allows you to configure badges, to allocate time for Calyx
SSO, to unlock the PIN and to change the PIN and the Master Key.

To process, you can use the shortcut in the installation directory.
9.1 Page "About"

This page shows you general information about the version and the
society.
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9.2 Page "Badge Unlock"

This feature is not available if you use a biometrics reader or a
PKCS#11 reader.

This tab provides to Calyx administrator two particular functionalities:

Badge unlock allows you to unlock a badge locked after multiple
connection attempts with invalid PIN.

The purpose of badge obliteration is to purge the whole of stored
information in badge and to reallocate a new PIN to it. This
functionality is particularly interesting within the framework of a
badge assignment previously used with a new user.
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Inform fields "OIld PIN" and "Confirm PIN" with the badge PIN and if the
type of badge you are using supports the "Master Key", fill also fields
"Master Key" and "Confirm Master Key". If it's not supported, these fields
are disabled. Use "Unlock" button to unlock the badge.
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9.3 Page "Change PIN"

This feature is not available if you use a biometrics reader or a
PKCS#11 reader.

This tab allows you to modify the PIN of a badge.

Inform fields "Old PIN" with current PIN, fields "New PIN" and "Confirm new
PIN" with new PIN. Use "Change" button in order to update the PIN.
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9.4 Page "Change Master Key"

This page allows you to modify the Master Key of a badge. This option is
only available for non PKCS#11 badges which support a Master Key.

Inform fields "Old Master Key" with the current Master Key, fields "New
Master Key" and "Confirm new Master Key" with the new Master Key. Then
use "Change" button to update the Master Key.
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9.5 Page "Badge parameters"

This page allows you to read and write connection information on the
badge.
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Read badge/fingerprint
After you enter the PIN of the badge which is inserted, connection
information about Logon module is shown in fields of the 4 user pages.

Write

Fill the different fields of the different User pages (or modify fields after you
read the badge) then click on "Write". Enter the PIN of the badge and
validate. Connections information is saved in the badge.

Applications password
This option is a shortcut to allow access directly to Applications software

Serial Number and PIN

When badges are formatted at Calyx, it is possible to fix randomly the PIN
for any of the badges. This PIN is stored in a file. If you have this file, it is
possible to recognize the PIN which was affected to it during the
initialization. For that:

Ensure that the badge to test is inserted,
Click on "Serial number and PIN code".
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9.6 Page "Time credit"

This page allows you to attribute time for Calyx SSO.

Once this time is over, the user must contact his administrator in order to
re-agree his time credit. Otherwise, the user won't be allowed to access
these two modules. This option is applicable only for users given that the
administrator has any one restriction.
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9.7 Page "Safe Mode Password"

This tab allows the administrator to calculate the dynamic password making
it possible to authenticate in safe mode.

If the administrator sets up protection to the safe mode access with
Challenge / Response mode, he will need to use this page in this way:

- Ask to the user whishing to connect in safe mode to provide the
Challenge generated by his station and displayed on the Calyx
authentication window which appears in safe mode.

Enter this value in the field “Challenge”.

Enter in the field “Master Password” the password he defined in the
Profiles Manager or via the NetAdmin console. By default, this
value is “password”.
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10 Calyx Suite Maintenance

The maintenance of Calyx Suite consists in total deletion, complete
reinstallation of the files or adding/removal of modules.

To start the maintenance module, execute in the control panel
"Add/Remove programs" and choose "Calyx Suite".

The maintenance module will prompt you to choose the language. Select a
language in the list and validate.

On the next screen, you will be prompted to choose an action:

Modify : this option allows you to add or remove modules of Calyx Suite.
Repair : to reinstall the whole Calyx Suite. The Calyx Suite files are updated
on your hard disk. This option is useful, especially in case of a crash of the
computer.

Remove : uninstalls Calyx Suite.
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Once you have made your choice, click "Next" to proceed to the type of
maintenance you have selected. The maintenance screens are similar to
those of the initial installation. If you need more information about
installation, please read the corresponding chapters.
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11 Legal disclaimer

Any reproduction of this manual and the software described therein is
subject to copyright law. According to this law, the present manual or
modules of the Calyx Suite software cannot be copied, in whole or in part,
without the written agreement of the distributor putting the software on the
market. The legally allowed back-up copy of the software will be created on
the buyer's sole responsibility. Any other reproduction is prohibited. The
Calyx Suite software is subject of trademark, procedures and patent
registrations. Although the modules composing Calyx Suite have been
tested, the distributor and the editor disclaim all warranties, express or
implied, for these programs, their quality, performances or capacity to meet
the requirements of any application whatsoever. Therefore, the programs
are sold ‘as is’ and the buyer supports all risks concerning their quality or
functioning.

The distributor or editor cannot be held liable for any possible direct or
indirect prejudices of any kind whatsoever resulting from a faulty program
or manual, even if they have been advised of such a prejudice. In
particular, the distributor or editor cannot be held liable for any data or
programs saved or exploited by Calyx Suite , or on the workstation where
the Calyx Suite software is installed, including the costs for recovering or
reproduction of such data or programs. No oral or written declaration of the
distributor or the editor or any member of their staff will give rise to any
additional warranty or extension of the existing warranties. The buyer is
entitled to the legal warranty, and only when applicable, notwithstanding
any limitation or exclusion.
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